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Delete
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Properties, . ..
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Introduction

The answers from this wizard will be used to calculate . l; . .. o . ‘

the hardware requirements for a single domaln. To Q9.’> ‘5090 [T WW) YA Cownd (O Jiw : S
user Accounts add multiple domalins run this wizard once par =092 2 o
Computiers domain.

Adininistration

Exchange 2000 Please enter a domain name: 'A'.?"‘S “—i‘."ls NeXt S99 - 'A?US "‘)‘5 ‘)

Paeyian com

-~

Services

MICHOSOFT OFF RS MO WARRANTIES W TH RESAFECE 10 IS QUALITY OF SERvICE
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Activr Deeclory Seer Waead o . . X . . - ) .
B User Accounts =‘5v-~* )| aS ‘5")9)[5 Slass ol B WD WE R

This saction will ask questions about user accounts .-
and thele properties that influence Active Directory Y .. )“.\.M l?b.." )Q . J.a.S Q)‘B ‘) asS ? ooLQM‘
Introduction performance - -

Computers 1 VQ\N y:__!hr:vt’n}‘n.l_ number of users In this domain? . :“ f S |§ Next L_Sﬂ) ); ..).a.: fo; ‘3)‘3 ‘)

Administration [201
Exchange 2000

Servic
o 2. What pescent of these users would be concurrently

active during paok hour?
100 0%
3. How many additional attributes will you have per

user?

e
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Active Divectnry Stees Werand

User Accounts
1. What Is the average number of groups a user will
belong to? —. = .- .
Introduction 3 u.anL'.o 9 I 09y SMurd Comnd U"‘ L)

Computers

- . 2, How frequently do user passwords expire (In days)?
Administratior I . .
Exchange 'mulo €0 cLadsl 39) Jb )é as L s 6& o) K KeY)

Services
3. What is your average logon rate per second during
peak hours?
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[ Estimate Logon Rates
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= () mrcor Meads Namespace Objects: 200
J mrmsncom x| Users: 200
* ) Stelnis Computers: 0
Other Objects: U]
Servers: 1

Domain Database Size: 24 Mbytes por DC
Global Catalog Size: 24 Mbytes per GC

Default-Frst-Site

Users: 200
Domain Controllers: 0
Bridge Heads: 1

{Brdge Hend servers arw Skl Cetalogs)
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P Pereon.com Server
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o § Defurfrs I, Lo o 38 Corw Comnd ol 0
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Machines: |

Type: Pantium 11 Xeon 400 MHz d‘ 6)5)A| ‘SLQ - J Jf )o

Processors: 1

Memory: 512 Mbytes VLY o G’L“""““‘“ I) )l_:_, S )90 )\}51 CSrw
Disk Drives:

Swek Vioven
Ypend

Siew

System Disk:
Log Disks:
Database Disks: 0 (Rad 1)

Network Cards: |
Send 18.34 (Kbits/anc

Received 8.00 (Kbits/sec)
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@| Active Directory Domain Services Installation Wizard =

Welcome to the Active Directory
Domain Services Installation
Wizard

x|

This wizard helps you Install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, olick Next

| -
1
——

¥ Use advanced mode installation

Leam more about the additional options that are
avallable in advanced mode inatallation

More about Active Directory Domain Services

Net »

@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

v Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
new more secure default for the security setting named "Allow cryptography algorthms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SME "clients” from using wealeer NT 4.0 style cryptography algorithms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new default,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients" and network-attached storage (MAS) devices that do not support
stronger cryptography algorithms. Some operations on clients nunning versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledge Base article 542564
{http:/#go microsoft com/fwlink ?Link|d=104751).

< Back
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@! Active Directory Domain Services Installation Wizard . _’_‘J

Choose a Deployment Configurstion
You can creste s domain controller for an existing forest or for & new forest,

-

(" Exating forest

€ Bdd a damain controller to an existing domatn

ﬂ. Lireate & new damaln n an exsting lores!

I warver will Beoare e frst damain contrallarnin tie vew doman
\ I Cypate anew domsibes ootinstead of @ new child domain
¢ Create a new domain in & new forest
< Back Next » Cancel I

@ /! Active Directory Domain Services Installation Wizard = x|

Name the Forest Root Domain
The first domain in the forest is the forest root domain, Its name is also the name of |
the forest, -

P—

Type the fully qualified domain name (FQDN) of the new forest root domain,

FQDN of the forest root domair

N

Example: comp.contoso.oom

Ic:uco corm|

N

< Back Next > Cancel |

@ Active Directory Domain Services Installation Wizard

Domain NetBIOS Name

This is the name that users of earier versions of Windows will use to identify the
new domain.

The wizard generates a default NetEBIOS name. This wizard page appears only if you
have selected advanced mode or the wizard has detected a conflict with the default

name.

Either accept the name that has been generated by the wizard or type a new name and
then click Next.

Domain MetBIOS name:

< Back Cancel
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@ /| Active Directory Domain Services Installation Wizard = x|
Set Forest Functional Level |
Select the forest functional level =51
enihite
Forast functional level:
IWmdowu Server 2003 :_]
Details: \
The Windowa Server 2003 forest functional level provides all features that are -
wnv;ﬂablel in Windows 2000 forest functional level, and the following additional
features |
. Linkedvalue replication, which imp the 1of
changes to group membershipa
More efficient generation of I l 1 topologl
by the KCC.
- Forest trust, which allows organizations to easily share =
! You will be able to add only domain controllers that are running
' Windows Server 2003 or later to this forest.
More about domain and forest functional levels
< Back Nexdt > Cancel I
@ Active Directory Domain Services Installstion Wizard = ._x_j
Set Domain Functional Level |
Select the domain functional level 1) G
—tbiin
Domain functional level;
IWlndowa Server 2003 _:_I
Detalls:
Th features available st the Windows Server 2003 domain functionsl level inchide a
featurea available at the Windowa Server 2000 domain functional level and the
ollowing addtional features:
" Constrained delegation, which an application ¢an use to talke
advantage of the secure delegation of user credentials by
means of the Ke'beros authertication protocol
lastLogon Timestamp updates: The lastLogon Timestamp attribute is
updated with the last logon time of the user or computer, and # (s -|
1 You will be able to add only domain controllers that are running
Windows Server 2003 or later to this domain.
More about domain and forent functional levals
< Back Nest > Cancel |

@ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain contraller.
¥ DNS server
¥ Global catalog
I™ | Read-arly domain contraller (RODE]
Addttional information:

The first domain controller in a forest must be a global catalog server and
cannot be an RODC.

We recommend that you install the DNS Server service on the first domain
controller.

More about additional domain controller options

< Back Next >

Cancel
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6_1 Static IP assignment

@ This ¢ has dynamically 1 IP address(es)

This computer has at least one physical network adapter that does not have static IP address(es)
assigned to its IP Properties. If both IPv4 and IPv6 are enabled for & network adapter, both IPv4 and
IPv6 static TP addresses should be assigned to both IPv4 and IPv6 Properties of the physical network
adapter. Such static IP address(es) assignment should be done to all the physical network adapters for

reliable Domain Mame System (DNS) operation.

Do you want to continue without assigning static IP address(es)?

<» Yes, the computer will use an IP add
(not recommended).

icalk i i by a DHCP server

ool inled ploy S bo 4y JSKo (pl jo o>
Gk 5l sl anS ¢ S S |y 092

Wil o 355 ©j50 a5 DHCP (s s

| =» No, I will assign static IP addresses to all physical network adapters.

[ 0045 Wl (oo (Fwd Sjgo 4 pgd AnS g

~

More about configuring TCP/IP and DNS Client settings.

(1]

w020,S bl 1) pgs 4y 35 x|

43

Currently connected to:

S=¢ Unidentified network
™™ No network access

Ssy 2 Taskbar g S1IP (05 cos s>
Open Network au;5 ¢ oS SIS aSn 950
Caond ol 31058 Ol |, and Sharing Center

e
Open Network and Sharing Center Network Smogls j9ddgg FUN o &b WRY, RPEN
EN ’ " 16:02 sy |, enter 4and Sharing Center
hﬁ% (b 12-03-12 —
5l
> a) - : .
‘\_}K-) l’.t ~ Netw... ~Network and Sharing ... v 823 | search Control Panel L@J p .
® Change L35 o opl o
Control Panel Home View your basic network information and set up connections ‘ ‘ d t tt
E - s adapter settings
Change adapter setﬁn{ E }h‘ A .l;_ x Q“ B See full map el D) p g
Change advanced sharing settings WI([I\J_';?:I:;LN(]:&QJ&J{\,)'M Unidentified network Internet S 5“ ).mUo M li . La . . r
View your active networks Connect or disconnect
Access type: No network
access
iinigiad niie, Connections: [l YMware
niden netw... Network
S Public network . Agapgér VMnet1
4 VMware
Network
Adapter VMnet8

ﬁ Network Connections =

P =
‘e'\_)\—, |&7+ Netw... +Network Connections ~

v @J I Search Network Connections

Organize v
: | ‘LocalArea Connecﬁo(
TS Network cable unplugget
x @72 NVIDIA nForce Networking Controller
: & VMware Network Adapter VMnets
== Unidentified network
@7 VMware Virtual Ethernet Adapter for...

L\.Q Unidentified network

VMware Network Adapter VMnet1

@~ VMware Virtual Ethernet Adapter for...

1ol x|
7 el S S5 9ol 59, S (o
BE v @

s JS5 B 0 SIS L s op
Do yalls

Bl lis Ll aSlll Ol s 4SS

IP 0,8 cow 3l o 46,59 aisl Jlesd
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! Active Directory Domain Services Installation Wizard

Location for Database. Log Rles. and SYSVOL
Specify the folders that will contain the Active Directory domain controller

database, log files, and SYSVOL.

For better performance and recoverability, store the database and log files on separate

volumes.

Database folder:

|::\mndowswms
Log files folder:

IC:\‘Mndows\NTDS
SYSVOL folder:

IC:\‘Mndows\SYSVOL

More about placing Active Directory Domain Services files

1.

Jiwbuw)bsb)bab)yoda;ds)fmu:‘)é

g yolls 5

Internet Protocol Version 4 (TCP/IPv4) Properties

General |

21

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
* Use the following IP address:

IP address: _.I o .1mm.1m.1
Subnet mask: *| 255, 255 . 255 . 0
Default gateway: I . . .

£ obtain DHE server address  automatizally

—(% Use the following DNS server addresses:

\ Advanced... |

Cancel |

Preferred DMS server:

Alternate DNS server:

[™ validate settings upon exit

< Back

Cancel

-11 -
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@! Active Directory Domain Services Installation Wizard

Di ¥ Services R Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain
Administrator accourt.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: Ioooooooooo..|

Confirm password:

More about Directory Services Restore Mode password

< Back

@ Active Directory Demain Services Installation Wizard

Summary

Review your selections:
Corfigure this server as the first Active Directory domain controllerin a new forest.  a

'The new domain name is "cisco.com”. This is also the name of the new forest.
[The NetBIOS name of the domain is "CISCO".

Forest Functional Level: Windows Server 2003

Domain Functional Level: Windows Server 2003

\Site:: Default-First-Ste-Name

\Wdditional Options: J

To change an option, click Back. To begin the operation, click Next.

Export settings... |

These settings can be exported to an answer file for use with
other unattended operations.
More about using an answer file

< Back Cancel

Active Directory Domain Services Installation Wizard

The wizard is configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options

that you selected.
=
i:

Waiting for DM S5 installation to finish

Cancel |

[~ Reboot on completion

-12 -
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Active Directory Administrative Center _uwig g b ,&5

o Liwgs . adly (0 (65955 010 STL IS Cugs 4Bl oS (2 o Cugi Yo g o) (Ll 4 a5 09>
DAz 43S S j9aing ol 40 Og oS eolatwl IS sl Windows server 2008 R2 5l &5 oS
g adle M S yo e Ll 4 a5 Active Directory Administrative Center ol 4 oo aslol
. sl o Windows SERVER 2008 R2 ;o > oy g

Qg p) e 4 Active Directory Administrative Center l,>! ¢l p oo

Start >> Administrative Tools >> Active Directory Administrative Center

....... U9 LJ‘" 6‘?‘ Jl? )J

f E'\I\flndowsvServer'zoos R2
Administrative Center

£ 2008 Microsoft Corporation. All rights feserved.

29 ol da JSS B oS SIS Ll 0 90 b 43S (59 p JSD Bk 05l (oo el 5 S

I Actrve Directory Admunistrotive Center B ‘lﬂzj

& v |Ji AcweDrecton Domen Seres 8 oo (lscal) .2
¥ A Mmagetion Nodve T ®
/o Active Directory... ¢ | disco (kcal) (1) Tasks

£ | =] l qenes | +|®

0
& Overvies *‘“m'l Builtn -~

p || e Toe | o piese ’
orptey Computers Cortaner Defauit contsirer for upgraded computer accouts
Usars Doman Controlers Organzsborasl Unk Defaudt contairer for domain controflers
ForsigrSecuntyPrinopels  Cortaner Defaut contairer for security identifiers (SIDs) associated wit Searth under s node
Ghoba! Search »  Infrasucture infrastructoreipdate
LestAndFours letAnsFund Defaut tonturer for crphaned cbjects Progertes
Maraged Servn Acconats  Contaner Default contmrer for mansged servcs sccounts oo (hoead) A
NTDS Quotas mMlSQuataCortaner  Quots specficatons conmtamer 2
Frogram Dats Cortainer Default lacation for storage of acpicyson dats Change domain controller
System Cortaines Buitin syctem settngs Raise the forest fusctional leved. .
Users Cortaner Defaut contairer for upgraded (oer accounts

Same tha domaen Snctionsd e
New .
Sewch under this node

Propecties

« | i
Buittin v

Object dems:  DulnDormain Modfed:  03/12/2013 04:00 s
Descrigbon:

Current User: CISC0ASTerstrener
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18] x]

S5y 2 9% 5 MW (55, 5 JS8 &b I ol sl ¢ oS

QS SIS User

7 queries > |l ~|@®

Computer
Group

oo InetOrgPerson

Tasks

r

f application data.

d user accounts

Us:
d objects _\

d service accounts

Properties

cisco (local) -~

Change domain controller
Raise the ferest functional level...

Raise the domain functional leve...

MNew 3

Q) Create User: ali mohamadi

Account Account O®@
j AN | et pame: [ali Account expiras: & Never B
Member Of Middle initials: | € Endof |
Profile Last name: I mohamadi = Toptions: 7~
Full name: I ali mohamadi (" User must change password at next log on
% Other password options
User UPN logon: I ali e I cisco.com j [~ smart card is required for interactive log on
User SamAccountMame logon: I cisco Y I ali [ Passwiard never expires
[/ User cannot change password
Password: I rrrree— Encryption options: A
Confirm password: I FrrvTTTT— [¥ store password using reversible encryption
- (" Use Kerberos DES encryption types for this account
Create in: CN=Builin,DC=cisco,DC=com Change... | 1 (3 Other encryption options
[~ Protect from accidental deletion [~ This account supports Kerberos AES 128 bit encryption
[¥ This account supports Kerberos AES 256 bit encryption 5
Other options: A
[~ Account is sensitive and cannot be delegated
[ Do not require Kerberos pre-authentication
Log on hours...  Log on to... | 2
| Organization ®»® |
| Member Of ®® |
| Profile lcIc)
() Modified: <Not Set>

o< |

‘Cancel

........ 5 shools ¢ IS el 1S Sl 1y 1 S g0 L] a3l Caond ] s s

2 il o0 99,9 sl 5,5 pb &S wilb o User SamAccuntName logon cad isu op ege

ali@12 & 50 cpl 4 Mie 03,5 )15 oouzmn Sygo ) 1 0550 g 00,5 d)lg ali 1, (50,15 pb Lxs
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02 gyl Lad gl 1) 0ol (6105 ojleds a5 ol Ceond plosus Y

el g0 @b 5 S anS SIS Change (gs, » 51 Caond ol o -)

Builtin
Computers

= Domain Contrellers

ForsignSecurityPrincipals

LostAndFound

Managed Service Accounts
NTDS Quatas

Program Data

System

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

P lyoes o5 605 )8 e
Sl b Cwend ol 5l (S

No resufts found.

ol 1, Users o aS oS
raé;

S SIS Log On Hours au 55 (g9, » oS (aseine 95,9 Hlo) 995 o)l p,l5 (sly aSTl (gl =¥

2 9 2
12:2-4:-6-8-10-12-2-4-6-8-10-12

% Logon Permitted
" Logon Denied

i through dmes from 12:00 & 2 to 12:00 & 2

X
Sl (ol sasms oyl ‘531 S, S8 opl o
s jo, ¥ ,0 5 59, Slebo pled jo )57 a8
B 055 dgazme slp 09h o)ly Wil oo
 Cad ol ) 4 &5 o cwond ples

oLl |, Logon Denied au 5 4 ol

et 1y 0959 Sl olgsds 4w oS

Se yolb uy SO L oS

User: ali mohamadi
This user can log on to:

(& All computers

" The following computers

Computer's NetBIOS or Domain
MName System (DNS) name

Re: '110'\.'e|

Cancel |
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Never a5 51 asl aisls [Liel Slojaz b )5 SO a5 asS aseine wlgie bad ¥ Cwond o

w35 ) 935 aitin oloj aalys o ST 5 05 (oo Jlab et plS ol SEgmen S bl
WS aseio |y oI5 Leel Ll ley g S colatwl sgo

&’meos)ﬂ )|A.x.3).’)l5 LJ5‘ d"“")f UL?"“"‘LML"SA)-’)K)M ).A)AJ.by)A Ceo '9' L)"‘
i dilge \S00 A0S 0 WS o)lg 093 lp |y was jee jey Wb S 0l o 4>lge alig
3 oy Nl S aS Cl ol gl o2 BT anF g 0gis slail laie gd 4 jeee je, &S WS

AR s |y 393

v o ravarsitle . .

r g(mﬁf;mpfm wp:gf;: account b 2B e oy lgs o Lol Ceond ! 5
[* Other encryption options

[ This account supports Kerberos AES 128 bit encryption

¥ This account supports Kerberos AES 256 bit encryption | 1., -, xp Kerberos AES 256 a5 wul,

Other options: A -

= Account & sensitive and cannot bs delegatad Sy Jol e Bl ans 0 adl 0 S

™ Do not require Kerberos pre-authentication

8,95 Y Sl 5L 0SS ) s,

&S 05l ood ooliiwl Kerberos cose 51>l 5l 6,55 50, j0 K0 oS bl ST, o9 5 axas
RGN RPN C Ly
: Organization Cuowd w3

» Ureate User: sl mohamadi

¥

Tadhs | AddSecoms v | %)y

A g2Vl 0 i IM ®®
’ o | ——
y Dupdyy ~ane. In mechamad I 1iSe IS«u‘h
Profie
o [Sabsd iheyabian modares _ pelak 200 Departmert [netsartang
onait [ak_mohamad®osco.com Compary: )
Web page: | Mt/ namwenc bingle.com Marager: Ent.] 1-..~|
Other weh pages Drwct repertx
Mone nurrbers Adrviidiestor _a_‘—_J
Mae ferts.. ,.U.N,|
tome: fora
Motsba: | 3T
Agiress
Fa | Ivvu:-u
Pager: [
I Phona: l [tnbd r-n.un:-m. [l.‘.q:]
Other phone mnbes. CountrySegion: |37w :]
Descrigtion:

[ Profile ®® ©

- LR Sets [Il conce_|
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: Member Of cwd v,y

Create User: ai mohamadi

Tesks | AcdSectices v | W
* ot || Account (UIIo}

®Q
;'g" Member OF ®O |

Add

This ctject will be added by the defau® Activa Dty Qrougt

o806

Log on scrigh; |

(A) tediac: <Hion St il ==

Add 5, » 5 cnl @lp - 0SB 09,5 sas 1) i o9 )5 aly o Lol Caand il o

el ol iy K6 L oS SIS

S S Advanced gy, g Cond ol o

Se yolb aw SO G

Advarced_| ] |$

e 23 & . S - . . 1
m—m_ s Mowﬂ&b09fwbumF|nd NOW SS9y »
= c
Lo FETRC B
Ll |
T s
(2
o |
e vt
g":?:,"" =y
255 o 22
1B, rom s o T
s T
o e 8 -17 -
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O®e

Log on sopt [

®Q
K

™ ol path |
& Corvms o 2wl
Extensions
w:¥~ QL2000 020030 ko

o ] cmen |

s Profile Cuowd (w9

Jolss )5 Glasein « all o odrin pan S 50 )5 Sledbl 0,53 4 bgs o Caond )

DS Sl aseiie adgy oL gl S )8 (6l ol o

1o 4 Y jouiyg i o

59909 50 L, nl lp mgd Jate 095 J S a9 A pudlgSie Vo jgaiag G2,k ) Ceend (ol jo

Al ool a9 j9diug LY jaaing b audl alils ax g andl o pll 1) o IS oy

Shut down | ¢

Rename oS ol RUN o 500l V jeaig o)l

Sues Lis 1) Enter oS’ ax This Computer

JSo b oS SIS Change.. g, p» cwnd ool o

ogs ol as axis

-18 -

System Properties @

Computer Name | Hardware I Advanced | System Protection | Remote|

I Window: wing i i i iy
Eth.._“ Windows uses the following information to identify your computer

on the netwarle.
Computer description: |
Faor example; "Kitchen Computer” or "Mary's
Computer”.
Full computer name: WIN-INMFPVFRGQSP
Warkegroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Metwork 1D, Network ID...

To rename this computer or change its domain or
workgroup, click Change.

[ ok ][ cance |[ oy
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Computer Mame/Domain Changes

You can change the name and the membership of this [ S o) 1y 05 3 ol Wb Cod ol o
computer. Changes might affect access to network resources. p.».S 09 D 99T oS f o oo
Mare information

Compter name: el 9 oS bl |, Domain a5 Member of
WIN-INMFPVFRQSP

Full computer name: Dgld )-‘Z’UD ») JSwJ b oS 0)‘3 ‘) Sg5 ya0gd
WIN-INMFPVFRQSP - -
Windows Securmy i E
[ore .. Computer Name/Domain \':‘\:‘“}-.‘E
Enter the name and pasaword of 3n account with permissan o jon the
Member of deman,
@ Domain:
ciscol | | sdminztistor
_ “ sesesssecens
() Worcgroup: : Demam cuco
WORKGROUP
oL | Coanced
OK Cancel . . .
[ J 29 S olg 1y ye s Lol jeue 0, 5 605 pL
1
KWL Wigle QP
‘CompuuNmoolengx @ FLY ‘.m.\.».u é—"‘j-" Error U‘i‘ L’ ok » &:.15 L: o
‘e Thee follewing ermor cocurred attempting to jein the doman '0%co ip QQ; - cé}A )o 45 - ‘ C)—’.‘ OJ.IGB 4-3 C)—,"

An sttempt to resolve the DNS name of 2 doman controlier i the
demain beng joined has failed. Plesse venfy this clent is cenfigured to

reach s DINS server that can resohe DNS names in the target doman )O d)l) 3 M‘s&f Gll} ‘) DNS Server Wﬁ

Forinformation sbout network troubleshootng, see Windows Help.

Dns 4 U oS o)lg 1) jopm 1P cwad (4l
s 5 5 ol Gl wes 55 Late Server

g ol 1y

[‘ Cx

9P OF )9RG ) R e &
Control Panel\Network and Internet\Network Connections

‘_ENL:: Network and Sharing Center - :J_C_l_lﬁl

‘O—O I:‘: ~ Netw... ~ Network and Sharing ... N @l Search Control Panel

Control Panel Home View your basic network information and set up connections

| . b - See full
Change adapter setﬁn( EA\ a A X Q“u R

T camy
Change advanced sharing settings WIN-54NRCOQUVP1 Unidentified network Internet
(This computer)
View your active networks Connect or disconnect

QS bl S s.b |, Change adapter setting a5

-19 -
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L Local Area Connection

|
Network 3

27 Intel(R) PRO/1000 MT Network C... |
o 7 o 7“’:," Disable
Status
Diagnose

‘?:" Bridge Connections

Create Shortcut
Delete

“"y" Rename

‘_‘:,‘ Properties

C,w;‘) &5.:.15)5)..» aQ J.a.«.c d&u.u Q)lf K9y
IS b oS’ ol |, Properties a5 00,5

098 ,olls ;5

,“. Local Area Connection Properties @

Metwarking

Connect using:

l_-? Intel{R) PRO/1000 MT Metwork Connection

This connection uses the following tems:

0% Client for Microsoft Networks
gGOS Packet Scheduler

gFile and Printer Sharing for Microsoft Networks
A

Intemet Protocol Version & {TCP/IPvE)
+ e —— Iy
wda Link-Layer Topology Discovery Mapper /0 Driver
<& Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

@
o

0K H Cancel ]

|, Properties 4 oS ool |, i o)90 4035

Command o kb &jge 4 dNS 0,5 Co sl
:0S solawl 5 w5l Prompt
Netsh interface ipv4 add dnsserver

name=Ilocal area connection
address=192.168.253.12 index=1

g:))lfral.;q,{l.gu.&ommy)’.o)é&)l.gaf Seomnd )3

e O)l5 ol 0591 ey (sl A g 1) 095 4D

QS eolawl ipeonfig jgiws

Internet Protocol Version 4 (TCP/IPv4) Properties IEI

General

IP syl j13 s a5 ol Caand jo Ceond ol o

‘fou can get IP settings assigned automatically if vour network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

{@ Use the following IP address:

IP address: 192 . 168 . 253 . 13
Subnet mask: 255 .255.255. 0
Default gateway: 192 . 188 , 253, i2 <

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server: 192 . 188 . 253 . 12 *—

Alternate DNS server:

[ validate settings upon exit

S S 0K (55, a9 9sS 3)l5 1) 595 59 e
..L.S Ok 9 AMS J)|5 o9 Cound 5 |) Bo3) o)l.gjd
Dl (yegd gas jeding b

Computer Nomelbormm Changes @

ho,l Welcome to the cisco domain,

} r | 9 00l ey gac jeding plaw (pl b alaxd (pl o
[o]4 Cancel

28 Sl (6, 1) Fgeals OK 1oy
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5 oS Cenly oS My computer sy, 5
U b oass” ol | Properties a8
odd atie Cwwd jo 0gd el filas

..\....5‘50 PRV-Y NN ‘)).LSJO)BA Q.:.oy)

mod ¥ jeding 3ly (regd Giyb | peels> 0 Y
S b owss” SIS Switch User (g, 5 JSo b

g yalls p

oS LS Other User g, p» JSo ool jo

2y polls aay JS5 L
P25 i (B L jeb Glea Cwend cnl o
28 65 b5l g oad Jate (regd 4 joaing
o ol 3959 (slp 3,5 obnl 5 Ceend

Contral Panel Mame

A

&
v
& Device Manage .
% Memote settings
& Sntem protecicn
9 Ahoanced tyvterm settivgs Sysmem
Reting Savtemn tating ot wemlakie
Processen AMD Athien i) 3200 Dost-Cere Processer 173 GH2
fatalled menary RAMYK 10063
System type 12-tat Opecrting System
Pen ani Touch No Pen o1 Touch Inpst is pvslable for tha Duplsy
Computer name. domaim, and mordkgroup settngs
Compurer name WINANMIP\FROS W Change ser
Full computer nerme WINCNMEPAFROS. cisco.com ™
Compiter descrnphion
Demain caco.com l
e aba
Windowt sctivatien
Actien Tenter ”
, Windows is activere
Windems Updete genuin
Prosocs ID: 00426 CEM-2200662 20006 I
Pestormance Information and
Took
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soboy® b @ b 3 » ol
1S solatwl Command Promet o 55 b jd 5l oS sl )5 S gy 4S5l (5150

Net user mohamad * /add
oS Enter lo,d il jlas c oo 131 095 )15 8b aly co dezme sl 4 leyd ol (o

Enter o oS 1S5 1) 5 00 o,bgs oS ENLEr 5,5 o)l 1) 0)0ms Slo> co 0 yqmm Lo 3| am
WS Az g g S 4 e0)S sbml o)l S Sole aed 4 g 0lS

_ioix

Microzoft Windows [Uersion 6.1.76081
Copyright <(c> 2887 Microsoft Corporation. All rights reserved.

C:xUsers~Administrator*net user mohamad * ~sadd
Type a password for the user:

Retype the password to confirm:

The command completed successfully.

C:\Users“Administrator>_

109, ) yoo Ay QT odalive gl g oad dbul bo w5 YL pgai 4o
Start >> Administrative Tools >> Active Directory User And Computers

IS8 50 S oo odmlive |y daze oS e ol @) (5285 )l o

B Active Dervectory sers and Computens — =100 x]

Fis Adten Yew Hp

L 4 “

Managed Sanice Accounts
Usere

!

-22 -

www. Par sBook. or g




tobod b 3 ,b 3l 0g 5 Slwl
WS Bty 25 semd Olo B bS48 09,5 Sbwil sl

Net group sale /add
QS soliiwl Koo el 5810 Gl a4 allg o oo L 5 090 oo Sl SAlE 095 jgiws pl L

Administrator: Command Prompt

C:“Users“Administrator>net group sale ~add
The command completed successfully.

C:~Users~Administrator>

DS oaalin 1y ol o U5 50 alys oo Lo g 00 sl 09,8 YU JSCi o

B Active Directory Users and Computers =10 =|
File Acton View Help
oy — A — = 3 — v —
s | HE|dO0XEc=HE|LARETIR
: Active Directory Users and Comput | Name | Type | Description :I
_| Saved Queries ¥2 Domain Cont... Security Group - Global All domain controllers
B 5 dsco.com t"'r?,Dumain Guests  Security Group - Global all domain guests
| Builtin 42 Domain Users  Security Group - Global All domain users
- Cump!.lters %% Enterprise A... Security Group - Universal Designated administrz
5| Domain Controllers t"'r"',Enterprise R... Security Group - Universal Members of this group
|| FareignSecurityPrincipals - farshid User
Ry d Service Accounts | oy
B L] Managed Service Accoun 5%, Group Policy ... Security Group - Global Members in this group
a % 24 Guest User Built-in account for gu
_2_;, moharnad User
t"r?':,Netu\'urking Security Group - Global
ﬂ,RAS and IAS ... Security Group - Domain Local Servers in this group ¢
5% Read-only D... Security Group - Global Members of this groug
E!Jsale Security Group - Global
t’lﬁ:,samancd Security Group - Global
ﬂ,sdwema Admins  Security Group - Universal Designated administre—
-
1] | il | 3

Sl Gloj e Djgo w |y )5 pais ealys o Dl jgiwd (I b ez ¢ ma e I 465 A i
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sl jlw 0g 5 Syl

S ooliiwl 5 9w 5l Organizational unit e b Slojle 09,5 ol sl

Dsadd ou ou=it,dc=cisco,dc=com

osliul wlsi (o S0 ol 51 Tt 09,5 (slr @ o Lo 095 (a sl Tt Glasl 09,5 WU jms (sl L

2815 09 ol

AA.AS oolaw! ).:) )93_,..:0 )| Lg);)lf 09; QL?U‘ LS‘)"

Dsadd group cn=it-manage,ou=it,dc=cisco,dc=com

L 35d go dbul I-Manage )5 5,8 H5ws (ol b o>

Administrator: G\Windows\system32\cmd.exe

GC:nrdsadd ou ou=it.dc=cisco.dc=com
dsadd succeeded:ou=it.dc=cisco.dc=com

C:~>dsadd group cn=it—manage,ou=it.dc=cisco.dc=com
dsadd succeeded:cn=it—manage.ou=it.dc=cisco.dc=com

oo

B Actree Owectary Users and Computers

Mie  Action View Meb

=1
ol 09 Ll E

G2 0g F ol

= 7] 4 4 u
| = & Tiamse Type | Dwsrgitan
| s d, L marage Lecur oy

[.._,
l -
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29,0 (i ol
S ok pl @y Y Canlond obml (lojlo 5 (62)15 09,5 00 (o0 ovalie Vb JS2 50 y9hailen

S gy A5l )8 etz a5 S5 ole Glesle sl ey Gl oS Slml (ley SO p0 g, )5 i
S (58 E9rD (R (2295
Algs oo g 00,5 oolel Lais sl aS EXCEl L6 G g 0,10 5L5 Microsoft excel 15381 o 5 4 IS 5,5 (sl

IRVEL IRV H ARV TE G0N I

http://s2.picofile.com/file/7338473545/multi users.xls.html

g ol 5y JSo B oS Ll | o b oglils 51 o

sl 1) gloslu 09,5 5 (650,15 09,5 (s 2l ools plail Cds @ o, YU sla )5 Wb IS ol ol 51 L3
w223 oo oy b ay ) Excel J31s o g ples Yl Gy awil 00,

B oS o)l 1) ojleds opl Wb i ¢ 0aS o4l ojlads <SG olpor 4y 1) 055 )5 a6 b Cead ol jo
g Sl ojleds gubo wilel oo iy )8

PR - e

- —t, =CC|;NCATENATE{"dsadd user cn=":A2:",Ul:u;:it,dc:cisco,dc:com"} ‘) LSJ'.’)Lf l°l'; DG ‘)"L’ oo U"‘ e
|dsadd user cn=it01 ou=it dc=cisco,dc=com | -upn it01@cisco.com  -display it0 NVESUR Ji.., 4 as )EJQ_;LO_Q RVELY 0)‘3

A
S5 S b B g (59, 0 ST

sanlive Iy ol jgiws FX cond jo oS

=CONCATENATE("dsadd user cn=";A2;",ou=it,dc=cisco,dc=com")

22,5 )lg A (gt 50 a5 0,5 o )8 )5 pU B g 0 A2 (gl 4y jgws (ul o
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http://s2.picofile.com/file/7338473545/multi_users.xls.html

1€ g

PR . a wrrage e

J« | =CONCATENATE(" -upn ";A2;" @cisco.com") =

B C 0 Slp aS 0,5 o 8 505 el cwnd pl o
£ pETES s _Display A2 Sl @ pp Cwond pl ol w3 09
1, ou=it,dc=cisco,dc=com| -upn itl1@cisco.com !-display o -

? SANERUCE N

L)““)P C,JIS‘).) wLoJ LE‘)'.’ b)j‘so)‘ﬁ ).3)[5 p.u." W"SL)"‘ o

ooliiwl (6,550 3ygmn 3l ITO0ABLIS sl @ wilg (o 45 aiS 305 15 095 1)l 5 jgmm Wb Cond ol o

D Oyl 0l Dygo Ay b O jgun a5 il alils d> gy Lagd L oS

olgzds &y 1) 595 jaue jo, Wb gy 3l )5 a5 wil o jelaie cpl 4wl 1,8 YES o5 el ol o

AR s Sg>

S5 pbSUsernamesS s> 4 joxws cnl 10 0 8)ly |y 053 KB amio o] Wb Ceond opl 4o

-hmdir \\cisco\home\Susernames . s,.%x |3 L
tH g
il oo et Lol 10 oS ek
H g
oS Syls 1y 5lS by s eydT asls G ol o
-profile \\cisco\profiles\Susername$

Ded oo il ol I8 A Hgtw 0 aS 6,8 sb Username sl> 4 cwond opl jo
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Sl b Cand 10 (0 a5 (29,5 led (s 0S5 a5 5550 09,5 gac 1) (1105 05 5 b Cusnd (pl (o
G Oy & S 058 ols 09,3 e IS S1aS olil atils axg5 Las . it-manage oL 4 0,5

39 oo Jlb it 5
-memberof cn=it-manage,ou=it,dc=cisco,dc=com

QS 0y 1) 0g5 09,5 it-Manage o9,5 sl 4 Wb jgiws ol yo

a2 ol 1y 15 6l LIS IS ol elys e oS Sl les o b |y )5 Ve e s e Yo g

Faste L 2 - - - == = == = - : - &y « o
5  Format Painter B I U 3 o A SE==E|tEEE 24 Merge & Center —~ 4 o ¥
Clipboard = Font " Alignment ‘ Number
A2 v S | itol
A | B Cc D E
T 2] . " : « 5 T 7= “ =
1 s RS el pfn o £, 305 St g8 g Display SpewT T
2 |ito1 ldsadd user cn=it01,ou=it.dc=cisco.dc=com -upn it01@cisco.com -display it01 -pwd it0048ti5 -mustc
3
4 +
5 Eﬁ On-Screen Keyboard

6

e [ ]%]0] ] .-.B..!

8

5 | MBS . N

; -ﬂ.a.....ﬂﬂ@.

e JafsQdfffo]n i kI .1 17 I

13

ot e e fvp om0 I 1P
i S 0 8

18

cosS Ol ] Glg dgpd gt 4 am e & 1) cdnd oS g oS okl | A2 e S0 ubo
25 IS5 e

) o sl 45 a5 3 gm 4dsF S b dms 2,8 bl |, Aedlbl IS 08 e ouslie a5 hailen
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: Active Directory Users and Comput
| Saved Queries

B o [—

: Delegate Contral...

Mame ‘—i“-ls OeR9° r°"“‘" S9) ‘)"l’ ual} )‘?)Lf ] JJ""‘S Qo‘o

Find...
Change Domain. ..
Change Domain Contraller...

Raise domain functional level. ..

Operations Masters...

~| Builtin
o puters ol 1, Delegate Control... au 5 5 00,5 coul,

in Controllers

anSecurityPrincpal: PUSLY

ged Service Accoul

New
All Tasks

QS SASTnext gy, pooad jbaxis o

Delegation of Control Wizard |

Users or Groups

(5
Select one or more users or groups to whom you want to delegate control. % Add S9) Qo o> )’)ls Ué; 4_9L0| LS‘)"

Selected users and groups:

S5 ol axy S b anS SIS

\

Add... | Hemaowe

< Back Mest > Cancel | Hep |

-34-

www. Par sBook. or g




Select Users, Computers, or Groups

Select this object type:

IUsers. Groups, or Buit4n security principals

Object Types. ..

From this location:

Icisc::.ccm

Enter the object names to select (examples):

Eheck Hames

‘-ﬂ'

[
Locations... |
e

2]

ezl | ot | Cancel |
s
2|

Select this object type:
IUsers. Groups, or Builtin security principals

From this location:

Icism.mm

Common Queries |

[stats wih x| |

[escription: IStarts ',\"rthj I

Name:

\
T%

™| Disabled accourits
I | Hon expiting password

[raypz since |ast logarn; I 'l

= Enter The Object Names cw.d o
oL 3l omd b S 35 1 055 IS 6l il
Check (g5, » 5 95 b 1) 055 n)l8
@ 5B 050 )5 b ws S5 Names
als oo |y 395 S a5 e adlol Censd
ol atine JS& 4o a5 Advanced (g,

45 S5 Find Now (g 5 ouds 5L IS5 0
A 050 Caed 5l wigd aBlol e @ ()5 6
S5 0K (555 p g 0SSl 1) 0x )8

CoS SIS 0K (sg, p e S Ao o

Blsl cand @ a5 550 )5 Caand pl o

S ST NeXt> (g5, o ol 0

0K I Cancel
Search results: : |
Name (RON) | E-Mail Address | Description |_In Folder [ -
S vmware__ VMware User Gr...  cisco.com/Users L
8, __Vmware_us... ViMware User cisco.com/Users
Sgﬁccount Oper... cisco.com./Builtin
8, Administrator Buitt-n account f... cisco.com/Users
%Mministmtors cisco.com./Builtin
%Nlowed ROD... Membersinthis ...  cisco.com/Users
2% anonyYMoy..
aram
F pthenticated...
Parlqin Onar riemn ~om  Bilin LI
Delegation of Control Wizard x|
Users or Groups r
Select one or more users or groups to whom you want to delegate control. \"J X
Selected users and groups:
1 aram (aram&cisco.com)
Add... | Remove
<Back Next > Cancel | Hen |
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Delegation of Control Wizard

Tasks to Delegate
You can select common tasks or customize your own.

A‘

! = COMMan

[0 Create. delete. and manage user accounts

[ Reset user passwords and force password change at nest logon
[0 Read all user irformation

O Madify the membership of a group

O Jein a computer to the domain

O Manage Group Policy links

[0 Generate Resuttant Set of Policy (Planning) | -
4 |

" Create a custom task to delegate

= Jyl 4SSl
and manage user

Create ,

Delete ,
< ) 90 opl )5 4 s accounts

25 6,88 plo ST o wilgs a5 ses

ol g aS Gl ¢ w8 Gy e wo>

B o5 anss st o wiS Copae

< Back Hent > Cancel Hep |
I
Completing the Delegation of
Control Wizard
o
KP\T 1 You have successfully completed the Delegation of Control
) w’_ ‘Qg wizard.
Al

The groups, users, or computers to which you
have given control are:

aram {aram@cisco.com)

You chose to delegate the following tasks:

Create, delete, and manage user accounts

Reset user passwords and force password change at i

v
To close this wizard, click Finish.
< Back I Finish I Cancel Helg

DMl (g S5 Ll 4 S5 LG o o>
30, bl aS 605 pb B 5l c v o
L onosS pole )5 cul gl a5 oo 920

.08 SIS Finish (g, 5

CAS Gy yel oz )5 ol oS ole jemme cnl b Wl (o0 09l 595 Sy S0 90 )5 STV g

((Solos fued a) aiS Reset 1) 15 50, 9 08 Co pae |y o] 9 08 B>

ped S j0 8 asans 1o auS Gl po K0 aegs SO 5l il ol 993 )8 il alls axgs

5 500 regs § g auds s |y 0953 1a5 0590 regs From The location cuwud o ouly o b
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¢Group Policy b 48

SSlas e 0,8 Jleel COmputer g user sy, » owly oo Slaalal Gy S Caond () j0 0 s

903 3y Souzy 50 Jd e g Jld ¢ el 8955 lp jeee 30y 9 625 pb 50,5 o)y olaas

0230 5 @bdigw@bo@bﬁ)_ﬁp)w sl
355 aie (Ko 45 0)fs 5925 Group Policy uigyw g5 90 joaig ;0 &5 il ails azg liwgs
D9 o0 Lzl 5 goyol 5l g 058 (oo Jloel JigaalS loa (59, » baid 5 0Bl (o ganalS

Start >> Administrative Tools >> Local Security Policy

Group ;55 oS (oo 12 955 s $9) 5 J5uS (ego & Sloj a5 0pdly 4Bls az g e S
5l ol o g el Jld e ] la an S aSul s ol oS L et (59, » Policy Local

s plil e 13 1) 6t e Yo ol )b

I, Oleadas aulgy b oS oolexw! Group Policy Management I sl JSiw opl J> slp oo

345 1,>1 Group Policy Management wg,w B agp pj ool @

Start >> Administrative Tools >> Group Policy Management

ol
-8
e aS oo oamlie KL o a5 jshiles
Fon | ek | S | oo | .
o [ _|| Group Policy Management ;5 s
The tokwng shae dammra wrd OUx we Wnked 1 fa GO
.::..“.' [Eeslmeaalin || laoo 4 o Oylg lp g ol ouls |2
4 | 2 1 ES
—— Default g, » Policy  _ilp,
The settengs in 1hia GUNO can oemy 300k 19 2 hlaing OO, tme, 9 corguters . .
- B [ — I 5 03,5 <, SIS Domain Policy
e 1 aw JSo b oass obkl 1, Edit an s
oz Sl yals
Tes PO & ioad 1 e \dliwwng W ey .
fowces =l 7
§
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File —Action View Help
€= 5m=H
_: Default Domain Policy [WIN-3CTM7DTGNCZ.C. 4 |
= & Computer Configuration
= ] Policies
| Software Settings
=[] windows Settings
| Name Resolution Policy
|| Scripts {Startup/Shutdown)
= 5}_:_.I Security Settings
[l 55 Account Polidies
y-| Password Policy
15| Account Lockout Policy
_j_;‘_l Kerberos Policy
i Local Policies
j Event Log
1 Restricted Groups
& System Services
4 Registry

= Fila Suctam

H &

[

H

Enforce password history Properties
Security Policy Setting | Explain |

::ig' Enforce password history
=1

[V Define this policy setting
Keep password history for:
I _,::' passwords remembered

05 Sl 055 policy jo Gl pds Gw SO pe2lss o Cond pl 0 g

g Jlael ()8 59,y p Ol peas pl G

ol 1, Password Policy 4535 5 oS Joe JS0 Gub Jol Cond jo

2lx|

ok | Cancel |

Apply

Maximum password age Properties

Security Policy Setting | Explain I

::ig' Maxdimum password age
=

V¥ Define this policy setting
Password will expire in:

|42 _lj days

2]

oK I Cancel

Apply

: Enforce Password History -\

5551 50 Wl 00,5 oolatwI M3 a5 1) SlolS 5 ctwd Cad (]
Md a5 SLls 5l aealme el (89 5 WpS (o0 )13 555 2l
o oolaiwl paegd aSLS (pl 4o 550 S kg b el lawgs
PRy PR VR N ) P U S ST I VWU R LR FRRWY-Y P
2 eogd ol Blie JSU T asS SISl 090 455 (59, 2 0
CAsS oo odalin B8 o Dyge a | VY sue Ll SOl
95T 0 ouls colatwl ME &S 4l jee e, YT SOl o

395 olgds 4 v3e S iy o lad L 09D (0B (6935 plo

CCwl Vo e aBe 50 B0 ¢ US O)lg

: Maximum Password age -Y

) 093 s5ee o) Wb )5 &5 (539, Sl lys (oo pgo A o
39 YV 0,8 i Ojgo 4 0ae (pl 0 oS aine |y apo oS

IRVESIUPS K SRR PR FEN BRVE S SN DN P L SRV PR

I3 7oy IS grw 0,30« Abl oo 59, YO (pe a8le 5590 Sae

AR sl asties ey S ol 0g5 ol S
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Securty Polcy Settng |E,,4...]
T@  Mewmum pasrword age
3

[V Defiew it pohcy settng
Password can be changed sfter

[ Zam

2ix|

.

Securty Poloy Settng | Sxptan |
? M pesywond length

¥ Detine thve poboy setting
Pasaword must be at lese

I’ -B dhaaites

2ix

Secumy Pkcy Settng | Exian |
¥ Delne the pokcy seting
& Erabled
" Desabiied

¢ must mest sty

21

Minimum Password age -Y

Pam )5 45 0 (asedn asilys (oo Lod pow a3 )3 o>
0,bg0 3, o3lal Sley ax b ols puss | 095 jgue o, a5
S o)l 8N 59y pvae (nl &5 wad ki 1) 093 e 3,
3,0 0,5 Sloy Ceomd ) - a1 o] alys e

Al 00l s |y 095 jauc jo, aS
Sgacme |, )5 les add floj cpl a8 el Sdie 1) 4SS

5y e ey Sl 4 wly e dSUS pae (Jg 05 (s

DO

Minimum password Length -¥

o5 A Sl a8 9SGl O5lsT o Lk p)lez 43S 0
Fe o2 S Coel i ax e all jade Bl Ll g
sl e

Password Must Meet Complexity..-o

4 led joe o) &5 WS asiie Wl (o Lad B a3
a b osl saghi@2485 & jso 4 sy il soumn &g
a5 ol ey 2 005 SelS JLeo b Ll IVY eols Ojs0
0S5 bl |, Disabled au s 31098 o ol blis IS
W NS dealss o 1) el ST 098 oo Jlab 2 Sl
bl Cosel glp (Sie B adl sousmn Sjge 4 gen
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store porswords using reversibie cocryption FrasEie 2zl Store Passwords Using Reversible Encryption-¢
Securty Polcy Seiting | Explan |

'? Sere rda uang itk
N Defne 2aa poley seting

" Ensbied
@ Disabled

Wb (o (2B Gla Y38 e gl Cagn Sl lp cwend
e Oygo 4 led jeae joy AL Jlad Ceond pl S8y Sm
! 0SS e e sbes palS o ol cassl g sawl o
Jid ef o2 5,8 L pgo ) WSl Jbd S8 ST S

(Cow!

[ ok ] cwes | |

AEAMGIE 2Rl ° Ko

e et T e ——— | (29 o Yl 5 pols zodgt Led ol |, Policy

Poldes Account lackout threshold

Password cwd slo auF el oy

4 ] Software Setungs Reset account ockout countes aher Loy a5 Account Lockout Policy ceed 4
S Windows Settings
Name Resobiton Pokcy . .
- Sots (Startup/Sutdonn) ol e e G 3l IS 5ub 0led oo

= @ Security Settngs
=l i Account Policles

,‘? Account Lockout Polcy
W | o Yol & wil o s p)l5 ol ad Jlad
$ J Eventlog

3 Restrcted rougn o Lok glp 1) plaS o a8 all o anS

§ @ System Services
¢ | a Regstry

Sl @195

2] : Account lockout duration-\
Securty Feboy Setg | Expan |
T Aooowtlockaut dumen
W' Define ths polcy seting

Aecournt in fached ot for W : . 5 ) W TY:

Vo ooy 5l pog3 pe o Gl alB Yo ] (58 i e
co)ls yeings Kl 4y S aldl (S o oolatnl adds
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Account lockout threshold Propertaes Tixl

mmm]a‘uﬂ
? Acoourt 'ockout threshold

: Account lockout threshold-Yy

e }la&)ﬁo)yﬁ)lfgtpafﬁsoummwl

Accourt wil lock out after:

[T 5 rvoddioon memsts e &S Sl JIB Y 69y p 2R Ll &S ogb JaB L s

BV F R VS SOT IRV SRS

Lo.i,ﬁ)lf.\g.uw.? ..\ﬁ.(bdé)b.g\ ngjﬁ!)oa.cg;éw:;;\s

A8 0 lg bl |y jeae 3o, ol olail 31

[ ok ] cwed | ww |

: reset account lockout counter after-v

Account lockout duration caud ;o a5 asb gy Jole sl o plo ae (pl &5 4l asciee

il T 5l st ailss el s ol 5 oS b wes,S Sls

o 2mX < H . . .
= o Setrgn =] [y - : Audit Policycwud b ,l5

Hame Resoluton Policy Audt account logon events

. Scots (Strkup/Shutdomn) Audit account management

= hS_tfzmiem Audt dreciory serice acoess . o wla | & e o “ 3 .

S & :(:c:u‘! ko Audit logon events (€= ‘ UL“’)‘; o A .'09)).0 U"‘
Epmd&' Audt object sccess
"-_1 Account Lockout Policy

_ 5 Kerberos Pobcy z;"t'z;z“' QLS u»)b ..\.Q]s.éq oS ;‘ Mo 2l =

= 3 Lo Poloes
g ey " s ’

—‘.3 User Rights . 2udt system events 0‘5" ° RS yausmis ‘) );)lf JE oy as
= 5 Secuity Oplers
3 E‘.":L . & .
Jd- @Qw 'QJS""."‘D uLC)Lb‘ U"‘
f System Servces
5 Regsty

Fie System e “ E . -
1 W etk 0EEE 802.9 o T2y ot lp |y b a3 5l o

Wirdows Frewal with Adva

CRORCGECRORO)

Network Ust Manager Poloe
3 i Wieeless Network (JEEE 302 R
. Pubiic ey Polces
Softwace Restrcion Polces
Network ACCess Protecion
. Appicaton Control Poloes
- S 1P Secunty Polioes on Actwe
o Advanced Audt Pollcy Cmﬁ;l

o == o el
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: Audit Account Logon Events -\
WS oo o | aSls 31 a1y oS (689, pled )5 Cenliw ol Ceond opl (30,5 Jlsd b
LA e oS Security Log cund o | o] Gledlbl ogi oo 4l 8,19 52,5 S8y sm

: Audit account Management -Y
5 GolS las st 00,8 Bim ¢ il Ld ) ole codld cud Cand ol 00,8 b L
Dgh (0 Cud oR H3E jo) ymedl o (p Yol

: Audit Log on Events -Y

D9l oo S Ao S & Gl)lS g9, 5 999 pled @S a8 ST cend a0

Josl Jol5” y5bo @4 9005 555 52 b Yl g oS sbml POICY o 1) Slyss gy o 500 o0 L o>
5 Mg Start o,ly asl d\ S5 g oy, SO L oS ol gy 1y 095 jgaig WLL Ll gl ol
o Jlos! &y g Jol5 job 4y Silondiid B (31 41,8 alold ¢ylivas)uwss <ol 1) gpupdate /force Lo 3 Run

S gl
2095 o1g5dd 5l 41 L Sl WlSwd Aoy Cui y g gk
COMS & gl a5 o5 i oy &5 sl e Sl el (gl 50 &S ol o (sl 4 g I (SS

3,5 Sledday e 9) GP9) (ol e o )18 5, S8 gl (598 S digin o9 oSl 21 la

¢ oS Share o1 )5 aes slp 1) adg ol 5 euds )8 alg SO 30 1) a5 5 50 uSe Wb 5 sl
Q¢ palo 8 asg J3s g, Ll 5,90 WS g Desktop IMage ol 4 pisle adg o opo )5 cpl sl p
23,5 bl | Properties au 5 g 00,5 Conly SIS Al (59, 2

F

Genersd Ty | Sacurty | Prevecus Viersons | Comomias |
uﬂm-ﬁm-m
Desacp mage 1

Vit Shaved SIS Share.. s S9y 2 S g oa; S Sharlng <5 gy g

Network: Pathy

Noe Shad

=] Dl ol ax dsas SO U oS

Avanced Sharng

Set custom pemissions, ceae mubiple shares. and sef sther’
advnced dwirg optors

“ Advarced Sharg I

OK l Concel I -4 -
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Halsl ced 4 |, EVEIYoNe 69,5 cre Coond ol o

ey
L0t Sharng

(hoase people un your network to share with |) Read 970 133 oo a5 ol asls A>gi ¢ rao;
Tygw o tvenm and then chek Add, or click the erow iz find somecne,

N N B osles 5 b sols Everyone oy 5
o a2 9o BB wslel )5 6 e y 95
[ilme = o share s, » o oS Bl b wiasy s | s
L Admisistrator R \titn 09.;;.0 Sha re )-BJ é)ﬁ* d"“‘"ﬁ" t’ ""‘.." ..
'Lm.hmmmhhma

% e | C-ull

x

6 23 File Sharing

Your folder is shared.
You can g-mail someone links to these shared items, or copy and paste the links into another program. ¢ }*&9 ‘}\-’)Q‘ 4-? L?l;-i‘ )Q 9 0l Sha re
Individual Items = &-'JS Ayl 59y ¢ W’M)L“" ooy Share
Desktop image T - T (e .
1 WWWIN-ILATOSF79CT\Desktop image Jd)j‘ [GPIWISY) |) w);)‘ L; A_,_S

Sl gm0 (oS b5 b a1y ol
DS (5 1y S 0 )50 S w0l

Show me all the network shares on this computer.

CadMS QliSws die) oy a5 0,90 wSe B puo pll POliCY o Slaslass (6w o b Y= g
0,55 1,8

.25 211, Group policy 5 sy 5 mpol @

Start >> Administrative Tools >> Group Policy Management

Sy dmio o3 58 gy (wSe &S G > azmio ()
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H Group Policy Management Editor =lol x|

File Action View Help

e rml=HET

\=[ Default Domain Policy [WIN-ILATO! B Desktop
[ il Computer Configuration

| Policies

- Desktop Wallpaper Setting I
| Preferences +| || Enable Active Desktop Nat
= %, User Configuration Edit policy setting. | |&2] Disable Active Desktop Not
= P.(?|ICIE5 . ) i=| Prohibit changes Mot
| Software Settings Requirements: B PP
Windows Settings At least Windows 2000 [£5] Desktop Wallpaper \
= - ) \i=| Prohibit adding items Not
= Aglmmlstrahve Templat Description: =1 prohibit dosing il Nol
_| Control Panel Specdifies the desktop background = re I I osm.g : ) ms °
= [ Desktop ("wallpaper”) displayed on all users' |iz] Prohibit deleting items Not
| Active Director desktops, |i=| Prohibit editing items Mot
-_}T | Desktop This setting lets you specify the L] Disable all |t.ems Not
_| Metwork wallpaper on users' desktops and =] Add/Delete items Not
| Shared Folders prevents users from changing the |i=] Allow only bitmapped wallpaper Mot
| Start Menu and Ta: | image or its presentation. The
= wallpaper you spedfy can be stored
= Sg-fstem in @ bitmap {*.bmp) or JPEG (*.jpa)
_| Windows Compone | ga.
_‘_. All Settings —
| Preferences To use this setting, type the fully
qualified path and name of the file
that stores the wallpaper image. You
can type a local path, such as
C:\Windows\webwallpaper thome. jpa
or a UNC path, such as
\\server\Share\Corp.jpg. If the
specified file is not available when the
user logs on, no walpaper is
displayed. Users cannot specify
alternative wallpaper. You can also v| Fl | | LI
PRSI | N SRNEPEY & TP GEg R} g | My § S
1] | 21 Extended A Standard Vi

|11 setting(s) | |

(JSs Geb) dgp iy ool 4 YL o o
User Configuration >> policies>>Administstrative Template >>desktop>> desktop

S SIS L g0 Desktop Wallpaper g, p ey Coow 0 YU oyol a0 038, 51 o

Sooue mabees - - o |, Enabled an;s ol 2ld ceond o S ol o
£ Desesop Walkcacw Previcus Settieg | Mt Sering -
Mot Conbgurns  Comment n Ly ol Glod pgo ild o ;o amy oS Sl
S share | Wlas ass o)
 Dusiet ) Al 50y g oS ) oS o == )9
Suppattad S [agisast Windows 2000 |

A a4 pgal o5 S Ol Wl (e g Caed
Tptiene Help
Halzacer Mare Specities the desiiop backpround 'wallpaper”) displayed on ol |8 .]a.wj o 05.».: ).Con u.uLcu Ao o L&"L‘b oIl

upeny’ Jesktops

NN ATCFTSCT\ Dasktop image 20

Thea setting lets you specily the malpaper on users’ desttops and

. = . .
pathy prevents wses from changing the g Of its presentation The Ao )Q S )‘)_9 JA[S ﬁ)) a4 l-’ oo
paper’ horme oo welipaper you specity can 2 bamag [".bmg) or IPEG }"( K 9"‘ i
" pg) file
8 UNC gath
Server Share' Corp jpy [ To use thia setting, type the folly qualfied path and aame of the
i e [ r— file that stores the malpaper ndge. Y ou can type 2 ol palh, | . k
wiipages Syle [Certer 'l such 25 CAOMNIows\ web walpaper\ home. pg or 8 UNC pamh, K SN) ‘) G rou p po |Cy 9 wS SJUS o ©9y 2
s \eerver\$ Corpypa ¥ the spaciied file i not - M - - .

able whan the uer loge on, ne welipeper is divplayed. Usen
camnot specly sltematre welipaper, You can eho uee this settng

o pechy D he wapaps g b crtred fl, . g0 RUN s 1, gpupdate /force s o

stretched. Useis cannct change this spacfcation

I yous cinatsle thiv wing or do not cenfigure it, no eelpape i
duplayed However, utert can delect Bhe malpaper of that choice

Also, see the " ABow only Mtmapged wallbspes™ in the same

- o | ancel | WIJ44
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b oegd o0 O)lg 093 olpyl8 51 (o b LIS opl 5l om . 04 Refresh o & )50 4 group policy b

S9) 2 B 090 wSe p pgal 0 a5 35 g5 (pl e A5 AL 0o S ol OlKws axbo &S pin

=R
N

‘\

- : - 1251
ml & (2 | » AW b ™

) eatuin Hloy Lu9e3 slp plaS o aS umo plxil |, (g0l wledas usly o Group policy o
S 2By g Slem U Lo o a4 Y 5 o 5l Group Policy cul ley o 515 asS (oo Gy

Group 51wl o5y oo jl aes oo plowl a8 Sloglas aSil (gl g5 0, (o0 o0 & 025138 (] (s,
30 Back Up o5 policy

14 b M S 30 1591 p 5 o

do 0 &Sl Gl a1y el 58l e 5 SO Led Mo L oyl b oSl jo 1y 0 )5 o siis o2 5 (p) g
26 oS oo oeas 1, o] Group Policy @,k 5l g o (oo 18 55w jaing 10 9iS cead ba cudS

Dgd cual (Fgumals) CaudS y2 (g9, p hadd b ogd ceal a5 5590 S (595 1 5 2 8959 e
gy 2) ool 4l Eb sl

Start >> Administrative Tools >> Group Policy Management
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_% Group Policy Management
= _ﬁ Forest: persian.com
B [£5 Domains
= _-}F'j persian. com
i=z/ Default Domain Policy

2 | Domain Ccntrollerz
Ly

i_lr zf: v Enforced
EF W Link Enabled
E Stz Save Report...
g Sites
565 Group Palic
%) Group Polic

B

FHHEMR

View
Mew Window from Here

Delete
Rename
Refresh

Help

B Group Polcy Managensent Edtar

lﬂcm‘ﬁnﬂw

LDefauIt Domain Controllers Policy
Scope | Detailsl Settingsl Delegation I
Links
Display links in this location:

Ipersian.com

The following sites, domains, and OUs are linked to this GPO:

| Erforced | Link Enabled |
Yes

Location
[Z] Domain Cortrollers

Yes

Security Fltering

998 el SISl 590 435 (9, 2 VLSS 50

‘@" SihallE ﬂ‘." . . . PR . 1 . L&
" Defoutt Doman Cordrolirs Polcy [ | eame._= [[verson | T S O g ;“Uﬁ 2 J.i..: b J-MS g_i..lf Edit.. M)f
. ,‘-Cm:‘::ucmamn There are no Items 10 show In this
- i UGt plmil 1) Slarlats o,k ¥ 5l 0dlg o Caond ol 0

- ,;:Mes:w / . .
=T O S— FLI s computer Configuration & ,b 5| S0 aes

¥ | Admnstratve Templat
Heferoron Refresh o 8 .

A 5 WS (oo Joe &S B e SenelS s, 2
posael LS s, ,» o5 User Configuration ¢ S.s
. User L cwud pl 0 0 o oS o Jos
» JSo b WS o bl |, Configuration

a0 Newewd g oS cwl, SIS cul) w40 5 oS SIS Software installation s,

[EEN _ 2SOl |, Package
(0 ) & < Metwork - 1921651120 « Tetsloton e v 53 [ Sewch etaliten [ ’
Organize = T it == |49
S e - | Gt mossSed = oS bl ]y bl gg ¥V oailed g0 Cond 0l o
B Oeskinp 1 000e arrve S1YZ01Z 1227PM  Wandows Ing . .
R Msi L Mad a5 Zap 5,55 g MSi gy L (SO
Mo share aLs o I, msi Ll S . oS o
é:‘;: BB s S ) 5 ol Wb L wo Lad 45 po,S
o o 695 » Sx g« 25 Sl an 5 02, share |,
Local Dek (C)
P— 1 : . 2SS SIS Open
File names Im:] I-‘l-ndow. Iretaller packages {'r:]
Open I Cancel ]
- 46 -

www. Par sBook. or g




Deploy Software il

Select deployment method:
% Published
" Assigned
" Advanced

Select this option to Publish the application without modffications.

ok | Cancel |

lp Sl gm0 Dbl (B |y Jg) aniS Ceend nl o
5 dgb o0 odls il Add Remove Program ,ls
s L5 3 50 deliyy a5 WS Gl ailys e lioes LS
Assighed cwd o Jg cwl liogs LBl 4 & b o4

Dg o nad SSlogsl O jg0 4 ol y

S SIS ok 9, 2

Defiit Ooren Controllers Polcy [WINLATOS 2 | Name = | yergon |

& Computer Configur abion [Cs Geeghe Drtoe L0 Futdahed
3 ) Pokoss

. Proferwmon \

L User Cordguraton
- Pokoes

saftwere Setarga

(3 Sftmare retuldaton

Windows Settngs

Adrwvataizsn Terpiates Pokcy defres
Preferences

state | Source

292 358 11. 22 Prstallaton \googe drhve r,)s 45 J?:S kso OML:M 5).?9) LJ&.:, )Q
oo adlol cund 4 Ll 0y90 15
a8 Restart L 6 1) j9,m o5

gl cuas dalip b

553 gad ol EXE L6 5 wigds o lsesl Zap s MSi slo L6 Lais 1> 45 oS oo 155 Yo o>

Wy las | EXe glo LB a5 il Zap B G wb aS o)ls > ol ) S opl s>

abg cpl @ |, EVIYONE 05,5 4 cwyiws jame (00,5 Share as |8l o5 cpl dig a5 o5 S5 S

[Application]

FriendlyName = “Google Drive”

Aol il o piws ol @ aslgn o5 e B owsay

)8 dalol Lo

LoS S ol o)y 508 g auS >l 1 notepad IS ! sl

SetupCommand="\Google Drive”

S,k &S el ol pgo L 4o g EXE sla aslp sl,>! oo [Application] euisg Jgl o o

‘) Sl oMShare 454.0[.»).: w).)]..bl.: W‘deﬁﬁww)dsmdb)‘ﬁ bM
192.168.11.22\installation\google Drive.exe aib &0 cpl 4 w0l ST s iS5

oS 0 9)lg 1,

\google Drive.exe _x ¢S oo ol |y 31 cond Lazs
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Folder olg auS oxw (0L ZaP aigun b sl i) oS 0,33 2P Sigews b1y (iite L ) g5

gd patein b b wisay U oy oy IS8 b 1) Ll s 90 S5 g wsd Option

T x
Gneal Mew | Soarch |

: gﬁx:mmw::,&f::m“ A 950 4035 ST aS (o0 oalie S 0 jshailes

L o ped BT 4 o LB (a8l Wgy LIS I b 5 00s axisls

[0 Doty oo e r Ss oo L3l Lo

B3 Ovctary Sie wize information in fokder tpe
3 esghary e 1l patth: 3 the e bar £assc thame onty)
Hidden Nes and foidery
© Don show hidden fles. fokdere. o drives
Q Show hudden lies. foklers. snd dives
N\ B Hde eopty dives n the Computer fokder
Hde adensons for known fis types
Hda protectad cpersting system Ses (Facommendad)
[0 Leunch foider windows n a separate procass
[0 Restore prevasus folder wndows at logon
B Show drrve leters >

Rt.enml

ok | cament | |

(o j9e g oS Share g ases |8 ddg o o eXe Ll ol en 4 ol asle a5 Zap L oy

ol pols plol YU o a5 MSi L6 5l |, Zap LB oo share .,sl g aeos EVryone o5
AuS oolel

:Group policy i ;8 &5 Backup

DS 1>l 5 e 51 1, Group policy g, Back up 8,5 ol

Start >> Administrative Tools >> Group Policy Management
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A A=
A P Meten Vew  Windew e alm =] T e
SRR Group policy;l Back up 8,5 <,
8 Group Pokcy Maregervent | Group Policy Objects in cisco.com . . :
A — Crers e Group Policy cwd 55, JS5 b
o m"'l:f Daain Pokcy "'_Fw;o-nm-nr rawu f:l__:_.fgg 79)100:? = 1
=5 & Ooman Cortrobens [ et Drnan Poiey Triatied Ne 5312012 d.u; 9 KVLY CA...»‘) SIS Objects
& Dottt Domen Cormroliers P - - "
 outas S JSa b oS ol |, Back Up Al ...
= o WIS arase Bacunt..
i 5;MJ=‘-"‘-" O Megrarion Tabke Sdvor . .
'S f_z.ww.-.\wa: New » '05'“" JEUG ﬁ‘)
Group Polcy Read  New Window Som Mere
Safresh
e
d ol =
ﬂ

Enter the name of the folder in which you want to store backed up versions of
this Group Policy Object (GPO). You can back up multiple GPOs to the same:
folder.

Mote: Settings that are extemal to the GPO, such as WM fitters and IPsec
policies, are independent objects in Active Directory and will not be backed up.

To prevent tampering of backed up GPOs, be sure to secure this folder so that
only authorized administrators have write access to this location.

Location:

|C:\Eackup policy

[ |

<

Description:

Backup policy 212/06

Back Up Cancel

0y3d oo Luyol LOCAtION cond o IS ol 4o
S9y 28 ol lp oS )ly 1, Group policy yus

DS sl 1) w0l g oS SUUS Browse..

ol e |y by Description  cuwd o

. 9S8 5,1y Backup

S asS SIS Back up 9, 2 g

Codbge b Ll 0,90 sl Back up cuwud ol o
335 S5 OK (59 2 5 00y pll

Back up s o,50 sl Policy ;I Lol b oy
PUCER ¢

Iy 0 e Policy a5 wle Gl sy Y
Backup 451, sl Policy wb g puos (oo s
S Rl ojkes |) s )5
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=0l

| = NTIES | o i .
i:-: —Tn “j"g‘? . &b Group policy 5,5 Restore I,
i Swg Py Sanagencrs |Growp Palicy Objects in cisco.com . .
- v | | s Group Policy objects ¢y, » IS
. m":‘”"’"“’" :’-mm-mn lau:.' 'ﬂ" l;::m
“i:r’;‘;'fk [t - e se || Manage Backups.. au3S g 00,5 ool
= 5 wwarmm ‘:-::n! Sed ol iy G U LasS ol
A QS @ Open Mgy Taks btk
3 gr:(-iﬁr\n-a Ve ’
. Group Pakcy Raa W Wirgkey Som fere
- =i
o = R d —
el ! .‘
. Manage Backupn = - _-191.!51
Back.p locaton
C Viack, > @ - Sowse . - . .
B e | _+,31 Backup location caws o IS @b
'—_mm :P — 5317201292841 PR -:'-1 9 A*-‘S Q)‘B ‘) u—’b; °)-:-'>'> )'{-*3 45 ‘) BaCkUp
\ )8 0bject b Y oS o samlin a5 ciad o

Cond ;0 g 05,5 SIS plaS” 12 (g9, p a5 o)lo
da g JuS SIS Restore  (gq, o IS o3l

2 ped A 5y, S S Yes (g,

" . u S RESOre (g, 5 5 S S o e
T Shom eriy e Wit varson of each GRO
Z. S9d (Sl b usS
| Debete | vewSewg | Chose |

Dy plasl 4 15 g ol o0l 5500 L5 0,90 Backup VI Ggs
:Domain Trees st

Pl S g 09 Juaso ] 4 me9d ol 45 o9 4ls Forest s 4 ;L5 Domain Trees sbx! s,

ol allls 1y 3LS 5590 jexo a5 Administartor > ;o gyl

Domain wublgs o 9 ad,S odlisuwl Cisco.com sb 4 forest o 51 yojgel ¢l 4o wos

WSS A gi d dxbo a9 5wl (6l oS i |y CCNP.com U 4 Trees
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Jewd FUN )3 usS wuad ol 9y |y Domain Trees uales o 45 pgd jomw y0 &
PSS LS Enter g9, p 9 S ol |, Dcpromo

@1 Active Directory Dooain Services Installatinn Wizard = X

Welcome to the Active Directory
Domain Services Installation

Wizard A c00)ly i 0590 a3 SO Caomd (il jo g5

‘t:( : This weeard bkt you sistall Acthne Dieciory Dsenann

B Ul gy 5 45 i [y S oyl by oyl b

WS 0 03bol Lo (gl )l dalol o

™ Use advanced mode nestwscn

Lawn move sbaut P addbonad optons that aw
avalable n advncad mode nadafiation

PSS SLS Next g,

Merw sboct Actrvs Oreciory Donan Secvces

@ Active Dirvctory Domuain Services Installution Wizasd

Operating System Compatitsity !
proved sacusty settinge mn Windows Server 2008 and Windoses Server 2008 R2 L5100
Wlect cider vesiont of Wiedowa

. Whedows Server 2000 and "Weedows Seever 2008 K" doman controben have 3 Olxadgd). oS SIS next [COP R ) R
T e Ao e e 7 $9) x o

i Serve 2000 L o oo o 8 ol o o e Gt (a0 QSYLB J° P"b Toy P ‘) sJS:"“ C:%‘
aoeutons o acpicalons that -Md-umnms-w
2008 or “Windows Server 2008 R2° domain cortsobers might fal

mmuummm&-mm-s-m
SMB ety 7k ached dorage NAS) den o et mppot
GMM- Some operatons on clents ninning vensors of
mwmmmmmmtuhw M
re Actve Diectory Migrmen Todl
Deplcyrrent Services

For mose wforration shout thes seting. vee Koowledge Gose acle 2504
m//p“mmmn:

@ Actree Directory Domain Services Installation Wizaed = e . S e . a .
g - | Oy90 b 40 ¥ 9 usS Joe KU b Caonnd o] o
= o 39 Lo 1y ol 0 590 S g v Sl |y Hlas

Yo can create 3 domain controlier for an easting fovesd or for 3 rew foredt

Exetn fovest
" Add & coren cortrober to an eiating dorman

PSS SCds' next gq, p

< Crwetn & new domen 1 an ety fomst
This server wil becorme fre first domain controber i he new domsin.

w7 Creatie 3 rvew domas troe mot ateed of & rew chid doman

1 Comatin i rote dornars 1 & o Rsvesd

More about coabie depiavent cordoualons

<k [ Met> | caxe |
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011 Doy Do servcres it alaton Wiard——— 5 (FOrest) ungd ab Jol Conmd 30 aab U5 cpal 50

Network Credentials
Specky the narme of the forest where $he natalation wil ocour and account

SR SV P -~ alternate Credentials cwud jo 9 oo 3,19 1,
Typs the e of ary doman i he format whers you e 1o netl the domen
cortroler:

o B root domain 5 a5 oS 3,15 (59,5 o SO Wb

S a5 wuul asle | (s cisco.com  _
Specty the accout crodentis 15 use 10 perfom e instylson J g ) & e Wt
it ; Jr

1. The cument user credentisls connot be selected because hey are ool 1o the
T comoumt At of domen credentisls i neaded

v Aenate cradertis

Sg (o0 b S5 S Set g9, p Sl b Lk

5,
[Faco cam wdradrator Se. |
Network Credentiats
Soaaty he account credentials 1o vee % Darform e nstaliation

More azour why can iostall Adive Drectory Loman. Sences

etk [heis ] Cas |

Sl Next (g9, 2 o 3 OK dry 9 0S 3,09 1) 515 5580 joae 30y 9 (571 pU b YU Tl o

g g2>lgo ) glas plim LNext g, y 0,5 Sl 3l o Wl g5

©! Active Directory Domain Services Installation Wizard x|
An Active Directory domain controller for the domain “cisco.com™ oK |
could not be contacted.

Ensure that the DNS domain name is typed comecthy.

If the name is comect, then click Details for troubleshooting
information.

ol Jo Gl cawl 00,50 o 1y ol 0 L forest as 1, cisco.com el a5 4o pliy (v
a9l b & b ouds aislw (4T 40 pb ol LT a5 usS oy 1, CiSCO.COM g o DNS Wyl JSiino

...x.gg}.gJ.,,o.ﬂuQMTJhﬁ.C,Lp.‘ﬁM)f‘MLioMSGt Cawyd ol P

oS Az gi I anlol &
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@/ Active Dwrectory Domam Services Installstion Wigand =2

Name the New Domain Tree Hoot

xf

Type the fully quaified dorresn rame FODN) of the new doman yee

FQUN of tha new deman bea

[ccmcum <

B e —

<M|Nu)l

Cocet_ |

@' Active Directory Domain Services Installation Wizard =

Domain Net BIOS Name:
This i e raese thid users of sadier versors of Windows wil uss 10 Kantfy (he
P domien

x|

Ih-vnrdmadl.llhﬂb&v— h-ud appears only {
2 o i the Sefu

r-n
Ether accapt the name hat has been ganarated by the wizand or type 3 new name and
then cick Nest.

o —

Do Net 8105 name:

< Back Cancnl |

N\
o]

| @! Active Directory Domain Services Installatson Wansd

Set Domen Funclionad Level |
l Selact the comen funchonel evel 1 J

5

The fatures avaiable & the Windows Server 2033 doman Suncticnd leve ndhude «
= fostizes avalsbis ot the Windows Serves 2000 doman functionsl level and the
Mlm

followng

- Caretrored deingation, whech mn applcation can use 10 take
mahmddmuwf G tisls by
e umm
IndtLogon updatey, The laetlogen’ irtrte
wpdated wih the last logon See of the user o Camputer, and | @ -

b You il be mtie 10 add only domen cortroliers that e nrning

T Windows Server 2003 o e (0 this domen

Mo et gomin 90 o hnctondl levels

(domain Tree) |, 395 ‘w090 pb Coomnd ol 5o

..g,.;S&,,.lSNext‘_g”ﬁ.u.g‘.\*;Sa)lgb

A1 Cawl ool 0l gmogs pb Lxl jo g5
..LMSM next> S99y ¥ A.g.)b Jg.a.?

Sl Jols plap 4z a5 05 (sl b Ceed ()
Olyie 4)ogd Jale Lod S Gaege 4 aillys (o
Vooo IS ey
Sl Yoo X jaaing cpe aS 0400 1,8 Yo v AgY e Yy
Sl oo 1) S sle anS aly oo el oS
IR G aeS Sl Yeee ST Js aS

BIEST Comnsd L}"‘ BN

Veoh ooy Sotel (3L Jg s (63 Coal

-53-

www. Par sBook. or g




0! Active Directory Domain Services Installatson Wizard = x|

Seloct a Site
Select = ste for the new dosan controder.

r {
Shes
!? - _llhl

S =y

@' Active Dirvctory Domain Services Tnstallation Wizaed = X}
Actch i Domain C ller Optiors

Select addtonal optons for fvs doman cortroller
¥ DNS sarvar
¥ Giobal catalog
I" feclicr
Addtonsl riomaton
The firet domain comtrober 1 8 rew domain carnet be an RODC. B

mumer of DNS servens montered as suthortatve name servers for s
mmﬁrdbem Enor: This cpesation setumed because the
epred.

. Adelegation for this DNS server cannot be created because the
J'_\ authoritative parent zone cannot be found or it does not run
Windows DMS server. If you are integrating with an existing DMNS
infrastructure, you should manually create a delegation to this
DS server in the parent zone to ensure reliable name resolution
from outside the domain “conp.com”, Otherwise, no action is

required.

Do you want to continue?

Yes | Mo I

Sg cuad Jol5 job dy (yus gy o (55955 w0

ol b glp 1y colw ol Cwond (0l 5o o5
Site and Service g 4 bgi o 45 w2

0 o2 g 2l @l ol jo 4 wbl (o

w310y

WSS SoAs next g9

g (pal B ooy 1y a5 0y50 bd 4y 35 G
Mg wai AD of o 4 o

PSS SCds' next gq, p

omled g plig NEXt g9y p SIS 51 a5
JS I DNS g dygSme AT ¢ 09 (0 00ld
Iy s 9 90 DOMaIN ylgi od 9 Cowl ool cuai
obdg> wes (o g (ccnp.com) o5 ol
slxldns jo () a5 390 ZONE g wuleST guiicios
P o w9l 9,18l dloge pigdae 45 WS
951 uai gBgo o U ass SIS Yes (g9, y ol

a5l 5 4 oolel Restart G 3l v g
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@/ Active Directory Domain Services Installation Wizand

Source Domain Controfler

= X

2=

You can ot the waand choose & repication pasiner for the retabition of this doman
cortrober of you Can spacty & domun controfier 4o Use Some dats must be capled from
-dmnhm;mnmlmdmbmm

Seloct 8 source domain contober for the natallation patner

" Let e wizird chotse an sopropnane doman controier

* U this specdic dos contoler

Doman Controller Name
M’T

Mo abot seiecting an ratalation patrer

| Ste Name 1
Defaut-Frnt-Ste-Narme

@ Active Dwectory Domain Services Installstion Wizard =

Location for Database, Log Fles. and SYSVOL
Specty the folders that wil contan the Active Directory doman controller

deabans. log See. and 5YSVOL B o

For bether peformancs and secovessbity, some the databaes and og Slee on separsle

Database folder
Log Hes foldar
}: \Windows\NTDS
SYSVOL foider

Mo about acing Adtive Tvectory Donan Senioes fies

<M|M>|

Coce_ |

@ Active Directory Domain Services Installation Wizard =

Dwectory Services Restore Mode Administrator Password

|

[ v

mmmmummnmmnm

I-mem-u"er mmmnnmmnm
staried in Desctory Sensoes Restore Moce. We recommend that you

M-MM

Pyt Iolool.loluu.

Canlem password | Ioo..ouoaoooo

More about Dimctary Senizasz Restom Mode password

Site and  yugw Gy o2 Comd ol G
L bloyl g WS 0 &5 il 0 Service
Luigl o &5 oF  aduine

Serverl U a5 ol o Serverl.cisco.com

) 9pey <elw

w090 A5 Sl joyw  yaelS oL les

ol sas run 41 59, Cisco.com

WSS Sods' next gq; p

wo‘smqumwj)oy?
DB gkl Sdginn A5 LT B 1y B o yol 9wy

PSS SCds' next gq, »

G55 21> 9551 (6l yeee 5oy Wb Led B (pl o
3o, b ey ol a5 all alls axgi L aums |3 095
B a (Hge ey cnl 9)l0 38 MelS Lk 905 (Lol
S 6590, 1y (6,958 plo ST penleSy a5 0y, oo
s S Oyl alS joang oy b ojey nl o
S5 2+ S oliinl 095 jgaing je, 5l b 3559 sl

A8 SIS Next
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0! Active Directory Domain Servi nstadat) zan x|

30 o plol Slopidd 51 A5 Sledbl igled

Sols' next g9y p ol ool oolo goled S

Cordguee this server as the first Active Diectory doman controlier i 8 new coman o
poe

I'numnedum-duumn'mm'
:n-mmdnm-m'
?hmmhuavmvkmmdmm‘mm‘

e Defor-Few - Ste Name

' =~
To changs an optior, chek Back: To bage the apealion. chok Nedt

Thees stings can be exportad to an anewer B for use with Exoot sefings I
ofher unatended cperstons

Move abour

<Bock [ heis | e |

Active Directory Domain Services Installation Wizard

The wizard iz configuring Active Directarny Domain Services. This process can take

frorn & few minutes to several hours, depending on your ervironment and the options a5 W S S,IS next SS9y f@ PT )J 9 99"

that you selected.
cogw Hlel cuai )8

Installing Group Policy Management Console. ..

Caticel |

[~ Rehoot on completion

¢ Child Domain sl

2 &S Sl ol IS 0 piete e bl LB T a)lS 5 G b Child Domain sl gl oo
p....f 0)‘5Lo$2.> ‘) 39y IP DNS ..\;L> Chlld )5)...04&..5 Q)lf

s_iJS)L’ 90)5.3 Sy90 dva.: Q)LY 65)).35».\305.:4 network Coand ol)gjb.’. )90 ygyw jgding 4O U9.>

M&JSB;Y ipV469)ﬁ)Lijb)5Aw)’|9M5
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enersl | S Sylg 1y yemw 093 IP b Ip Address cuwnd o oy

‘fou can get IP settings assigned automatically if your network supporks . . . -
this capahility, Otherwise, wou need to ask wour netwark adminiskrator |) .)9} Ay | p mas k b s u b net mas k W] )0 o)

for the appropriate IP settings,

" obtain an IP address automatically )5)».: ip J.)Lf DefaU|t gateway Mo.a.ué ).) 9 )“'S Q)‘j
—% Use the following IP address:

IF address: 192 . 165, 11 . 129 |p J.:l; Dns Server .- 3 o) ”-g Q)|5 9 Q9~°°5-"> S|
Subnet mask; I 255,255,255 . 0

Default gateway: % 192 . 165 . 11 . 22 ‘))‘3 ..bl.» ‘) R W Y Root o9 Q‘ S9) aS GLo\ 39y

) Obtain DS server address automatizally,

—{* Use the follawing DNS server addresses:

Preferred DMS server: 192 . 168, 11 . 22

Alternate DNS server: I . . .

Adwvanced. .. |
oK I Cancel I

Welcome to the Active Directory
Domain Services Installation

Wizard . R N [ .
|| e RUN o g sl ags j5,m o)ls g5
1 This wizard helps you Install Active Directory Domain
— ﬁf""“é (AD D‘Cg on this aervelg. m%_klng the uewclcr :nN D
Aive Directory domain cortroller, To continue, clic et .
2S5l 1, Dcpromo

[7 Use advanced mode inatallation

Leam more about the addtional options that are )-,’ mﬂé Q:" )‘5 Qj—“’ &5'0 )-QLB 4{-]5‘ Ji») STJ?

available in advanced mode insallation

More about Active Directory Domain Servicea

el l Next > I Cancel I

@ Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2 L= =) < .o . e . O
affect older versions of Windows & < d‘")‘ w‘ uwy Q.S)"“" “‘i’ o U"| )‘3

A 6,58 plo suST cual &8 S oy A5 Og
v Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a Ler’ : LS) > - : 6-99# J o S
new more secure default for the security setting named "Allow cryptography algorithms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and -t b
non-Microsoft SMB “clientzs” from using weaker NT 4.0 style cryptography algorithms \'°""> .
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new defautt,
operations or applications that require a security channel serviced by Windows Server

2008 or "Windows Server 2008 R2" domain controllers might fail. Q}w ).QUG J.x.) li & L’ f i 5 NeXt> 65) )-’

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients" and network-attached storage {NAS) devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of
Windows earier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For mare information about this setting, see Knowledge Base article 542564
(hitp://go microsoft com. fwlink./?Link ld=104751).
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@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest.

* Existing forest

" Add a domain controller to an existing domain

' Create a new domain in an existing forest
ﬁ This server will become the first domain controller in the new domain.

" Create a new domain in a new forest

More about possible deployment configurations

@' Active Dwectory Oomain Services Instollation Wizard = ,’_‘J'

Nestwork Crodertisls
Spacy the rame of the forss whess the nstalation wil ccour and acoourt :
credentishs that have suficent povieges to pafom the nstaliason i

Type the name of ary domain in the forest whess you plan to instal ths domasn
controfier:

|D!CO con

Spechy the accourt oredertisls 1o use to perfors he netsfistion:
L gt M argEn o nnsiwIni

1. The cument user oedertish db

carewt be sel they me locd o the
competer. A set of domain cedertisls is needed

% Mtemete credertolr

*m'm-

More sbout who con ol Active Desctory Dot Sernces

o ] o |

01 Active Directory Donain Services Tnstallation Wizard x|

s |

Name the New Domain

Tyoe the fully qusified doman rame (FADN) of e parert doman or cick Browes to
salect 2 Then type the sngle-sbel DNS name of the new chid doman

FOON of the parert domen
[co:om

Exavple’ cop contoed com

Sagleisbel DNS rame of the chid donan
=
Exarple headauaters
FODN of the new chéd doman:
NGO Com

cBack [ Mets | Coes |

Create a new domainina 4u;¥ cwwd oyl o
SIS Next g9, p» 9 oS okl |, new frost

A8 a8 Sl 0550 (regd pb Jol Cond o JSG (ol jo
sy Cisco.com o Lol pegs ob sl o 0 oS

.MJS‘SAQ)‘BJEJQ)%M)QJ

ol o Wb Alternate credentials cwd o
5970 CISCO.COM  pags 4o &S oS 8)lg |y 6,8

g A0S SIS Set gg, p el jo asl atsls 1, oS

S 0l 1) 5lad y9e j5ee 30y 5 )15 U

A8 SIS Next> (g, 5

S Browse s, 5 sl Ceond 5l UK opl 4o
<l 1, ( parent domain) Lol cregs g 00,5
oo 45 08 oy | child egs pb pgs Coond o
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Start >> control Panel >> Network and Internet >> Network Connections
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Internet Protocol Version 4 (TCP/IPv4) Propel

General |

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtain an IP address automatically
—{% Use the following IP address:

IP address: w. 10 .10 .1
Subnet mask: I 255 ,255.255. 0

Default gateway:

€ Obbain DHE server address automatically

—{% LUse the following DNS server addresses:
Preferred DNS server: 127, 0 .0 . 1

Alternate DNS server: o .10 .10, 2

Adwvanced... |

[~ validate settings upon exit

21X

Cancel

o]

Internet Protocol Version 4 (TCP/IPv4) Prope

General I

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

~ Obtain an IP address automatically
—{* Use the following IP address:

IP address: 0 .10 .10 . 2
Subnet mask: I 255,255 .255. 0
Default gateway: I . . .

| Obtain DHE server address autamatically:

—{* Lse the following DNS server addresses:
Preferred DNS server: 127.0 .0 . 1

Alternate DNS server: 0,10 .10 .1

Advanced... |

[ validate settings upon exit
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New Trust Wizard i

Welcome to the New Trust
Wizard

This wizard helps you create a trust between this domain
and any of the following:

= A Windows domain in this forest or in another forest.
= A Windows NT 4.0 domain.
= A Kerberos V5 realm trust.

= Another forest.

Atrust is a relationship that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Next.

Cancel

2 Back I Next > I

I

New Trust Wizard

Trust Name
fou can create a trust by using a MetBIOS or DMS name.

x|

o

Type the name of the domain, forest, or realm for this trust. ¥ you type the name of a forest, you
must type a DNS name.

Bample NetBIOS name: supplier01-nt
Bample DNS name: supplierl-ntemal microsoft.com

Name:

persian-gulf.com|

. —

< Back

Mew Trust Wizard

Trust Type
This domain is a forest root domain. If the specified domain qualifies, you can
create a forest trust.

gelect the type of trust you want to create.

+ BExemal trust
An extemnal trust is @ nontransitive trust between a domain and another domain
outside the forest. A nontransitive trust is bounded by the domains in the
relationship.

" Forest trust
A forest trust is a transitive trust between two forests that allows users in any of the
domaing in one forest to be authenticated in any of the domains in the other forest.

N

< Back Neadt = Cancel
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New Trust Wizard x|

Direction of Trust
*fou can create one-way or two-way trusts.

Select the direction for this trust.
\: Two-way

Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be autherticated in
this domain.

" One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

" One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

< Back

New Trust Wizard |

Sides of Trust
If you have appropriate permissions in both domains, you can create both sides of
the trust relationship.

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
mugt alzo be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

% This domain only
This option creates the trust relationship in the local domain.

" Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
‘You must have trust creation privileges in the specified domain.

< Back Neat >

New Trust Wizard x|

Outgoing Trust Authentication Level
Users in the specified domain can be autherticated to use all of the resources in
the local domain or only those rezources that you specify.

Select the scope of authentication for users from the persian-gulf.com domain.

% Domain-wide authentication
Windows will automatically authenticate users from the specified domain for all
resources in the local domain. This option is prefemed when both domains belong to the
same organization.

" Selective authentication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard, grant individual access to
each server that you want to make available to users in the specified domain. This
option is prefemed if the domains belong to different organizations.

AW

Net >

< Back Cancel
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New Trust Wizard

Trust Password

Passwords are used by Active Directory Domain Controllers to corfim trust
relationships.

x|

®

Type a password for this trust. The same password must be used when creating this trust
relationship in the specified domain. After the trust is created., the trust password is
periodically updated for security purposes.

Trust password:

Confirm trust password:

< Back Next > Cancel |

Mew Trust Wizard

Trust Selections Complete
The New Trust Wizand is ready to create the trust.

x|

"

You have selected the following trust settings:

[This domain: persian.com -
Specified domain: persian-gulf. com

Direction:
Two-way: Lsers in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: Bdemal

To make changes to this trust, click Back. To create the trust, click Nexd.

« Back Cancel

New Trust Wizard

Trust Creation Complete
The trust relationship was successfully created.

x|

"

Status of changes: ——

Trust relationship created successfully. -
Specified domain: persial ;

Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: Extemal

(Outgoing trust authentication level: Domain-wide authentication.

To corfigure the new trust, click Mesd.

<Back Next > Cancel |
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New Trust Wizard x|

Confirm Outgoing Trust
You should confirm this trust only if the other side of the trust has been created.

Do you want to corfirm the outgoing trust ?
£~ No, do not confirm the outgoing trust
¥ Yes, corfimm the outgoing trust

To confim the trust now, click Next.

< Back MNext =

Cancel |

New Trust Wizard x|

Confirm Incoming Trust
*You should confimm this trust only if the other side of the trust has been created.

®

Do you want to confirm the incoming trust 7
Mo, do not corfimm the incoming trust
_‘5" Yes, corfirm the incoming trust
To confirm this trust, you must have administrative privileges in the persian-gulf. com

domain. Type the user name and password of an account with administrative
privileges for the specified domain.

User name:

I?E administrator

=

Password:

To confim the trust now, click Next. \

< Back Next =

Cancel |

New Trust Wizard x|

Completing the New Trust
Wizard

You have successfully completed the New Trust Wizard, but
the newly created trust relationship cannot be confimed for
the following reasons:

[The verification of the incoming trust failed with the -
following emor(s):

The trust password verification failed with error 1355: The
specified domain either does not exist or could not be
contacted. ll

A Before this trust can function, it must also be created
in the other domain. Ensure that the same trust
password is used in both domains.

To close this wizard, click Finish.

2 Back I Finish I

Cancel |
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persian-gulf.com Properties

General Trusts | Managed Byl
trusted by this domain {outgoing trusts):

| Trust Type | Transitive FProperties... |
Hemove |

el 3

Domain Name

Domains that trust this domain (incoming trusts):
| Trust Type | Transitive Froperties... |
Hemove |

Domain Name

=
o]

Cancel | Hep |

New Trust Wizard

Trust Type
This domain is a forest root domain. f the specified domain qualfies. you can
create a forest trust.

@

X

(Persian-gulf.com) sgs 5,0 0 J>l,0 ploil

New Trust Wizard i

Welcome to the New Trust
Wizard

This wizard helps you create a trust between this domain
and any of the following:

= A Windows domain in this forest or in another forest.
A Windows NT 4.0 domain.
= A Kerberos V5 realm trust.

= Another forest.

Atrust is a relationship that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Next.

< Back I Next > l Cancel |
x|

v

New Trust Wizard

Trust Name
You can create a trust by using a NetBIOS or DNS name.

Select the type of trust you want to create.

= Extemal trust
An extemnal trust is a nontransitive trust between a domain and ancther domain
outside the forest. A nontransitive trust is bounded by the domains in the
relationship .

" Forest trust
Aforest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest.

Type the name of the domain, forest, or realm for this trust. if you type the name of a forest, you
must type a DNS name.

Example MetBIOS name: supplier014nt
Example DNS name: supplierl1-ntemal microsoft.com

Mame:

persian.com

« Back Ment =

New Trust Wizard

Direction of Trust
“You can create one-way or two-way trusts.

Select the direction for this trust.
& Two-way
Users in this domain can be authenticated in the specified domain, realm, or

forest, and users in the specified domain. realm, or forest can be autherticated in
this domain.

" One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

" One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

N

< Back I Nezxt = I

Cancel |

< Back Ne > Cancel |

New Trust Wizard

Sides of Trust
If you have appropriate pemissions in both domains, you can create both sides of
the trust relationship.

%ﬂ

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must alzo be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

* Thizs domain only
This option creates the trust relationship in the local domain.

¢ Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
*You must have trust creation privileges in the specified domain.

Mext > Cancel
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New Trust Wizard

Trust Password

Passwords are used by Active Directory Domain Controllers to corfirm trust
relationships.

x|

0

New Trust Wizard

Outgoing Trust Authentication Level
Users in the specified domain can be autherticated to use all of the resources in
the local domain or only those resources that you specify.

x|
"

Type a password for this trust. The same password must be used when creating this trust
relationship in the specified domain. After the trust is created., the trust password is
periodically updated for securty puposes.

.

Trust password:

Confim trust password:

< Back Nexd >

Select the scope of authentication for users from the persian.com domain.

' Domain-wide authentication
Windows will automatically authenticate users from the specified domain for all
resources in the local domain. This option is preferred when both domains belong to the
same organization.

™ Selective authertication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard, grant individual access to
each server that you want to make available to users in the specified domain. This
option is prefemed i the domains belong to different organizations.

< Back Mext =

MNew Trust Wizard

Trust Creation Complete
The trust relationship was successfully created.

Mew Trust Wizard

Trust Selections Complete
The New Trust Wizard is ready to create the trust.

Status of changes:

Trust relationship created successfully.
Specified domain: persian com|

Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: BExd¢emal

Outgoing trust authentication level: Domain-wide authentication.

To configure the new trust, click Mext.

‘You have selected the following trust settings:

(This domain: persian-guif. com
Specified domain: persian.com

Direction:
Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can autherticate in the local domain.

Trust type: Extemal

To make changes to this trust, click Back. To create the trust, click Next.

%

< Back Neat > Cancel

< Back Cancel

New Trust Wizard

Confirm Outgeing Trust
You should confirm this trust only i the other side of the trust has been created.

X

"

Mew Trust Wizard

X
Confim Incoming Trust
*You should confirm this trust only if the other side of the trust has been created.
V

Dio you want to confirm the outgoing trust?

¢~ No, do not confim the outgoing trust
{* Yes, confimm the outgoing trust

To confimm the trust now, click Next.

¥

Do you want to confim the incoming trust?
" No, do not confim the incoming trust
‘".'G' Yes, confimn the incoming trust

To confirm this trust, you must have administrative privileges in the persian.com
domain. Type the user name and password of an account with administrative

privileges for the specified domain.
User name: IE administrator =l J
Password: I.o.oo.oo.oo.

To confimn the trust now, click Next.

!

< Back Next > Cancel

< Back Mext > Cancel
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Cdwp okl 4 Trust 56« oass SIS finish g, p 3T IS5 0 g
13520 pll 1) 5 slo)l5 Labal c & 039y Cawjd w0l plonil &7 ()5 &5 oS Sy Vo g

I, Active Directory Domains and Trusts . g,. g e b 55, 5l (SO 3)ly 15 s sl g5
properties g os,5 coul, SIS el (Persian-gulf.com)lxs! jo 4 crogo b (59, » dm wsS ||

g ol 5 JSB TS Sl )
2|

Genoral Thsts | Managed By | a Lk 0,90 Trust JSo 0 oS (o cdnlin jghiles
Domains trusted by this domain {outgoing trusts): .
- " Cod gly Cewl o0l slxyl Persian.com pess sl

me n_| e nsi‘ti\re Properties... | ]
F T _ e | || Properties gs, » g oS SIS aege (55, Trust

Dl ol gam SO L oS SIS

Domaing that trust this domain {ncoming trusts):
Diomain Name | Trust Type | Transitive Froperties. .. |
persian.com Bxdemal Mo

Femayve |

Mew Trust... |
ok | Gameed | ppr | Hee |

2 o 45 s ol S e oanlie jslailen K3 ol 5

General | Authentication |

23,5 TrUSt | 4 a5 iegd ol ol jom 4y o o )13 (]

This Domain: IP,'%fsiElﬂ-gufF.COm

Other Domain: Ipersjan_com 4\1&‘ s Ls‘)’ ‘ .)..US ° o liwe |) Trust &94 9

Tusttpe:  [Btemal S5 Validate g, » oo o Sly> 293 4 Trust

I | The ather, domain supparts Kerberos AES Enemption
Direction of trust: oa.w J.bUa A= Ji.u [(ERVELY
Two-way: Users in the local domain can authenticate in the specified

domain and users in the specified domain can autherticate in the local
domain.

Transitivity of trust:

This trust is not transitive. Only users from the directly trusted domain may
authenticate in the trusting domain.

To corfimm and, if necessary, reset this trust relationship, :
dlick Validate. Validate |

To improve the security of this extemal trust, security identifier (SID) fitering
is enabled. For more information about SID fitering, see Securing extemal
trusts.

OK I Cancel Apply Help
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Do you wish to validate the incoming direction of trust? To do this, you must have
administrative privileges in the persian.com domain.

Sl alls dz g aldl S o)ls 1) blie j9,m j50e 3o,

" Mo, do not validate the incoming trust - 1 oy .o,
e el admin 5 o5ladl 4 sl )l ol oyl a8
+ Yes, validate the incoming trust.

; Type the user name and password of an account with administrative privileges in . N . s
the specified domain. NEV- ) 'abu‘ ‘) )15 U"‘ ;.\."5...’ lJ ML’ 44.43‘0
User name: IE administrator j J
Password: I............ . )“‘S S S Ok (55) )_3

—» [ ok | cuee |

Active Directory Domain Services 5|H

"o Y Olis g 09d (o ol JSO Gl 4l aiz 5l am
| The trust has been validated. Itis in place and active. .
- el Trust :jog Active cauas

JrS cov |y Jlie slo cpege Byb o 5wl o Vs 0 plowl cuidge b TrUSE aSil 5 am wgs
o 3yl 18 T g, » Persian.com cpege 4 Serverl g b sl cand cpl j0 Mo . oy 50 095

s Ll o 1) Persian-gulf.com . Server2 oalgs

N9y p) oo A

Start >> Administrative Tools >> Active Directory User And Computers

Active Directory User .y, » JS5 b

File Acton View Help

A EIENENEEY e 7% 435 503,5 ul, SIS And Computers

Active Directory Users and Cor mu o (RN | Type | Desa

= et o Tr— S ol 1, change domain..
4 persic  Change Domain Controller... ters Container Defal
hCont... Organizational ... Defal
Al Tasks p [ Conte Oroanizat e zn
Refresh ed Ser... Container Defal Diomain: Ipersian-gulf.com Browse... |
Help Container Defal
[™ Save this domain setting for the cument console

ok | cameel |  Hep |

SIS 0K (g5, 59 0S Slg 1) 05 s pb
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File  Acton View Help

- Active Directory Users and Computers

L EEE EEE SR

] Active Directory Users and Computli T

| Type

| Saved Queries
Ef==] persian—gulf.com‘ “isg
| Builtin -
| Computers

2 | Domain Controllers

| ForeignSecurityPrincipals
| Managed Service Accounts
| Users

HEHHEEE

fjpersian-gulf. ... Domain

ved Queries

@) e Gkl 9SS (e cnalin o5 shailes g

Persian- g0 4 v mod Jaie Vg,

Ol o5 jsb @ pilss o g ool Juae guUlf.com

oS J5s

235395 210 guF1 40 Ll Cdadlro

Biz 5l Al (o0 S el o @miS Byme Voo A jeang 0 daoe GGl Ko eeplsS o0 i cnl o 095
.Active Directory s -Lil alosl o

25 ol 5l oS =1 Active Directory User And Computers g w )15 cpl sl gy

start >> Administrative Tools >> Active Directory User And Computers

[ e Derctory e and Computen———————————— inix
Fie A | Yew Mo
G vp | 7| AddRerov Cokrwe, =
O At re  Lagelmom __[m
¥ Syved ¢ Sl Icone
E 3‘2 Lut Dot contmnar f2t upr.
< D8 Detad et contanes for dore
4 E“' : L et e Defaukt contanes for sec
S At S S, L G Nl
For% — Detst contares for o
Pty M‘o. 5 y X X
:: Defait contare for yan
e Cussorie., Quota mpwaicatons cont.
Systen ProgramDats  Contanes Default locaton for shorag
Users Systen Contane Bulin pysters settings
NTDS Quotes Ly Contarr Dt corbwres for .
LI F— 2|
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B Active Deectory Users and Computers

Fle  Adin  Vew  Help

o 2m0 D« BmTecron
_‘m;&mummcm |t | Derenon | )‘ 9 ».\.4.5 CA.HJ‘) &:.15 u.uoﬁb S9) OU Ol?q“ 6‘)4
%) L Syveed Queres auitn butsnDoesn
~ 7-‘!! Contarer Defait comtaner for upgr
] o e oomanens . cetsne e 3,05 Olsesl |, Organizational Unit a5 new
o : enur.., Contawner Defaut contaner for seou.. - * -
A hinge . e oud Dafdt comamer for orgh..
= Ser... Container Default contaner for man, ES . . & e
Fube o Anchetiywt. Dats  Contwrer D fpit caton for storag ‘09”‘“’ )'QUO ) Ji"" L’
L vt et < Contanes Bultn systern settings
B - Oxtat comane fr 5
§ ﬂf* . Cimtact . Quota spedScatins (ont...
e D i
Refres: rEinagng PSPs
Exportist.. NSMG Qe Abex
““““ Orgarzatenal
Fropertes Printer R
P U
Srered Fode

New Object - Organizational Unit x|

-—-.';'hP‘ Createin: persian.com/ 0)‘3 ]) ).b.t S ygw OU w.w‘ Name Cound L J&w U”‘ L
Name: J‘“‘S

ISEQ.II'E

¥ Protect container from accidental deletion

Lo ¢ Gl 03,55 S5 a5 Gl | Sled (55w o pelae g
Sy cdablne L5 5 g0 bl b oS Gl | an 38 ol

LS ST ok (s,

Lt o & lee p sl plag b oS B> 1) Jlai 590 sl suelgse STV g

Active Directory Domain Services El

’ | You do not have suffident privileges to delete secure, or this
" object is protected from accdental deletion.

[ o |
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Wlgs soi ) ,5 pl all poe S a5 Bds> (6,955 plo ST T sl pl digias oS g Yl g

2% 23S ol 1, Properties
Ganerl | Mansged By Oiect | Secusty | COM- | Apvibute Edeer |
Canooicel neme of o . L& .- . 1 . P
m{” d.‘.:;u_i..»jwwObjectwdj)).’ iiwu.i‘)b
Oysctciua: | | Dyuristonsl e DS SIS 0K (9, p g oo 1) ol atie
Crmelnd 42012 91236 PM
Modhod BAZ012917 T PM

Cumert 16410 <
Omgnsl 16407

I~ Protect chiect from scodental delston

tActive Directory Site and Service wg w b ,&

Ll aed b a5 o ls 34>9 DOMaAIN poix b 5,958 pls ST j0 o lojle g lo &8 10 i 40 g5
doe ol 4 & sl Saes 4 1) s oledbl g amsl bls) o
slo J S pegs a4 J S aegd Sledlbl asin Slej oib S 0 s 04b 0 axaS Replication
3555 2l 35351 85 (oS SRS cyrass Sy o aalyy ()55 SN ST 05 o o Wud o 5,50
oley dly (oS oo (S 1) Ll g ams o asis |, wlodlbl cpl (Meta Data) o> oy, b

g plosl IS ol castie ley ;o b oS Lasie |, 00,5 Replication

Sl ddpen a8 o5 plosle SG )0 oS Sl cnl s (n e €05 JWB L) g cnl Wb (2 Glp o5
QM‘?@L@JT)QCA{L»JL?Q‘5)JJSJSQ¢A5QUYb@‘bﬁgd{]@)f@&gﬁ@‘d&bgjw
S)ly wlys (oo o3 megs Buyb 5oLl ol b e (So (B9 a5 ey |y GGl (nl 093 )8

D95 S (9 A g Mg A
D9d (oo Ao gy () 0928 Ceend (pl 5

33599 399w S A 59 g S 31 (55985 P10 9| JES! 09
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FUN (5,555 210 55T Guag e 01 (595 5 9o S 50 55 S0 Lo ol oo iy Sloj ligs 5>
55T (gl (i a5 alil alils Lol Wl g aulS i 1) Lol jg e dupledu wli ¢ el ppe Lo
RS ey So St nl Gl s r s ) (ginst Slex pled 5 bk i 609 21

QQ; wl;)g@u?ij LS)ii‘))ﬁf“’d‘.)Sj“’ L)"‘)‘ |) uLC)Ua‘ ﬁLo.:j-.\.u.SLsochoT

ooy (oS (b o |y Sledbl oS oS ol Additional egs SO sl IS ol pll

S8 ol ygpm 1P oyol 1) 90 DNS Glaass i 1P Slewdas o oS 131 1) 59009 I slxil sl

ol Gl (A el @Bge j0 457w

g el 5y IS B oS SUS Enter g, 900, ol 1, dCpromo jgiws Run jo Ggs

0! Active Directoey Domaimn Services Instalistion Wizard = x|

Welcome to the Active Directory
Domain Services Installation
Wizard

I"‘ This witard helow you natel Active Demctony Doman
Services (AD DS) on ths server making e server an
Active Directosy domain controlier. To continue, chek Nest

Lise advanced mode matalason

Leam more about the addtiona cptions that am
svalstle n pdrarced made neaiation

N\

st l Next > ] Carcel J
=
Operiding System Compatibilty |

Iroroved securty satings n Windows Server 2008 aned Windoms Server 2008 R2
atlect clder versions of Windows - S

1 Windows Server 2008 and “Wirdows Server 2008 R2” doman controllers have &
e mase pecure efaul for e securty seting named &-mdvdy.—
compaitie wih Windows T 407 Tha previrts Mccsot

roo-Monscht SME “chents” ummmuq«a%
when egtsbishing secuty channel sassons aganst Windows Server
“Wirdows Server 2008 R2” doman controlers. As s semult of s new defad.
operstors o apphcabors thel .mmmhmsﬁ-

2008 o "Wandows Server 2002 R domain controliers eaght fad

Plafoens moected by this change mclude Windows NT 4.0, 29 well 30 non-Mcmeod
SMA “clarty” el retwork oitached torsge (NAS] dewces Pt do nad suppent
m*mmmmmmanumm
doman jun opections performed by the Acive Desctory Migeaton Tool or Windoss
Degiorgmert Services.

For mare indomiation about this sefing. see Koowhedpe Base aticle 342664
10 //go reooscit oo Svink, TLnk K< 106751).

ook [ Net> | Cwenl |

20w g oS SIS LIS 0550 S5 (69, JKB 0y
S5 S next s,

Seo)l)d &5 pols medgi B w2 g, eend (pl g5

Bl (oo Caial o)l 50 oz DUl (g5

S Sl next )
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@' Active Directary Domain Services Instaliation Wizand .

Choose a Deployment

You can cmsale 2 dooain contoler for an exsing fonest o for a new fosest

+ Exsting foseat
f = Add a doman cormler b m emsing doman

™ Comste & new dome 1 an mieting forest
Thes seryer wil bacone the frt donen controler 1 the new domen
I= Geweaney S

7 Trmatn o v om0 & niow dorest

More wbcut posstde dephrpmmnt corbaratons

)
o LT

0 Active Directory Domam Services Installstion Wizand o

Nt woek Credentials
Soscly S naosw of B focwst whers $w ntalation wil occur and ccount
credertials thit have mfficirt pevileges 10 perfom the relaleton

cwed |

x|
.

Type the rame of 2ny donan n e foest whee you plan to nstal ths domain
conteoler

}amccme—

Specky the accourt credertls to use (o paform the
(T e

1 The curent user credentisls carnct be selected because they e local to tria
comgnter. A set of domain credersials iz needed. \

)

* Mpmmastn crmdertisls
[ece con admwrston

More sbout wh can metal Actree Qvectory Ooman Services

@ Actrve Durexctory Domas Services Installation Wieard

Seloct & Domain

Select a dooan for the asdtional doman controlier

- ——
®

<Bock [ Mems | Cancw |

S aaS Sl ) a0 ge 4T Ceed (o

Additional < au;5 pl a5 existing forest

Add a domain controller To an

S9) » S (o 0wl jpmw (pl (59, p Mz ey
AsS SIS next >

Sledbol waler o aS egd pb Cand (pl o >
Cuond 50 9 335 0)lg 1) 095 (o5 mege cpl @ ]
A8 8)ly 605 e S Alternate credentials
O sl all aldlo 1) (BB 5emme 909, megd yo &S
5= oy 5 Sl el g oS SIS Set.. g5, » I8

IRVELER PR

S Sl next )

BRVELIE Wi | [0 PP ISIRVEL PR
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X
Sedoct o Site |
Selact & ste for the new doman controller $—
- L
Res
T ——
chack [ heas | cacd |
]
Addtional Domain C ller Options
i s
Select nddtonal oplons lor the donen controler
B D45 s
M Gobal catalog
I Read-orly domain controller (ROOC)
Addtioned rdormeson
[ Thee DNS Server sarvice is sbeady mitaled on this server |
| Thaos s cumertly 2 DNS sarven thet e regstersd #s suthotstve name
marvers for Sy doman
=
Nore obout gddtonal domen corntroler optiony.

« Back l Met > I Cance l
x4
Irstall from Medks |

B

Select one of the folowng options, depandng on whether you wart to rephcats
domak dals over the network from en sxdsing domain consrober or you waerd 1o
mphcate domen deta bom meds owated bom in axiting domen cortrofler instel
fromn madha) in ether Case. v axstng domain contssler must be in the same domen
A8 B e dorman controler

+ Tmphcate data gver the netwos from an existing domen cortroller

(" Fisghcatn dsta fron meda of S dolowrg locaton
Const the help to make sure that $he madls you = usng & corpetble wih fhe typs
of doman controfler you ore nstaling Even f you select the option, some dsta s
copeed overthe network.
Locaton

| R B I

1. The mecke you select must have been created from 2 witabie domsin
"~ controfer. not = read-only domain contoler

o

More about st o reds

&S aib oo o] Site cund Sllee ol (i3 (o yiege
Gl pl o as aes o Jlsl Ko ee a ], Sledlbl
Default-first- ol a4 colw ol SO 08 Lt &yg0
Bl ol pb s (gl a5 040 e olu] Site-Name
L, 5 ol g e Site And Service g, o)l
S5y 2 w5 miln oo Ol & sl ps oS s ol

2SS next >

Read-only domain au;5 S5 51 cwond ol 0
JyS megs b5, asy 1, controller(RODC)
bis 5 000 0wl S b owar ey b Lo
1050 o0 5 505 ns 1 shol (ags Sl e
S9) » - Sl adyb g0 LLS)I i |y ans ol S5

A SIS next

cosS bl ]y ol 4 3F Ceend (ol o
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x
Source Domatn Coctroller
D -
You can let the wezerd choose & mpication partner for the stalieticn of the doman
mamwwndwm»m Scnma-hcwdh-
nd writien 30 thia resbation padner even £ you chase Lo install bom
Sollect 2 source domin contmber for the rataliaticn patrer
™ Lat the wirard choose an appropnste doman controber
& Use s spechic domsn controler
SERVER2 caco com Default -Frvt-See Name
More atout peiacting an ntalston panoer
« Back ; Net> | cancwt |
@ Active Dnerctory Domam Services installatyan Wizarnd x|
Locatson for Databass, Log Files. and SYSVOL
Spechy fhe folders that wit contan the Actve Directory doman cortroller -
dutabiasn, bog e and SYSVOL e
For batter parfotrance and ity o Py b and log fhes on
valunes
Detubase fokder
[ e 10 Sowss.. |
Log fles folder-
[: Windows \NTDS B |
SYSVOL folder
[\ Windawn'\SYSVOL Frowe |
More shot
<ok [ Met> | Cane |
x
Drectory Sermces R Mode Ade P J
Y -
Trw Deectory Servces Retom Node Admmstrsor accourt 1 déerert frrm the donen
Acvrvetestor aecount
Assgn & password foc the Adravsteator acoount it wil be woed when this dorman
cortroler & siwted 1 Dywctory Senvices Festers Mode We mcarmreed that you
chooss & wong paseword.
Fromeatrd Inoooouoonn
Clordern passpword Ioooooooooon‘
Wore sbout Drectory Servims Restorn Wode password
ek [ Net> | cance |

SleMbl aS 1) 055 Hhas 550 J 08 rngd o (pl 4o
Sl 1) 098 oS Lad (o0, dalgise o] &bl
as asl .~ Serverl.cisco.com eyl jo a5 oS
9y Lo shel ¢

50 as Ml.a < )lef 'al.s Serverl

QS SLAS next g, poyls )8 ]

. Log Files ou o33 e Cwnd ol o
S92 S g oS akiw |, SYSVOL 4 Database
DS IS next

WS atuine 995 (egd Slp jeue jey Camed (pl o
«? 6)535)-110 5—'-:5‘ S ygd ‘5’[-1)[-’ 6‘)‘3 IFE ) u“ &

sl

AeS SIS next s,
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@ Active Directory Domain Services Tnstallation Wirasd

Summary

Rewen your selectors: :
Corfigre ths server 23 an addtions Active Urectory domain contrabier for the -
domain “cisco.com”

Sze Defat Frt Ste-Home

:!iunmnuwlmm -
To change an option. cick Back. To bagn the cperstion. cick Nest.

These settings can be asparted to on arawes file for use wih Expod setings I
::m«m
\aing an nawer e

cBsck [ Thets | cowe |

Sond cpl 5o (GBS Dbl 5 o, ) OLL @ o
J’mb‘)b’bw‘d‘w‘ydsw‘oww
IS 03 cwlie s> o Export Settings.. o,

¥V ojsrw oS g ab pled coa a0l 5l an Y g5

OleMbl § 0gi (0 g9, JUl [ WS o)l 5, 1

S sl Server2 o LIS S ST Al s sl 48 b Y g, ol aldl 0sd o oS g ol

35S oo Dy Joo pl wSals 9058 oo 0ols Jlanl Serverl 4 Sledlbl cpl ast sl o

$ogd (o0 pll (qmogpw ax LIS pl Gy

545 oo plxl Site and Service g yw lawg |5 ol oil sailys g 1y b yeel ST

DS >l 5 s 5l site and Service g pw YU sl plosl 5o

Start >> Administrative Tools >> Active Directory Site and Service

# Active Owectney Sites and Services =181 %]
Fie  Acson  Vew el
o | 2|mRC e @B 8
By Actwe Dractory Stes and Services ﬁ? | Deserptan | Cost | Repicanon srerad
5 2 Sites BEDEFALLTISI. . She Lk 300 182
Sutnen
8 Inter -Site Troreports
# Lo SMTP
= [ Defait Frst-Ste-Hare
= Servers
# g |\l
i g S|e2
. | e |
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o093 ¥ il Gl &S gy opl 0 0sS e cdalin | Site and Service g, YU JSS o ogs

syt5y Sl b LLS | gl site Link oSy 51 a8 ol suds sbmyl Silogil &g oDl alos ouds Jld

Aad LU gl Serverl ywgpw ol o
Fle m'*- Hep |

i e Server2 g oad azls ¥ 50w b

o S e agie sl V ey b bLS) sl

A NTDS 55, » gs29e cnl oo

7 j‘f—?‘”" SIS S gk colw e Settings

W NICS Setwege

‘\-U;LSB))-’W‘)W‘“’)ij

9 J.MS CA.M:‘) &JS )Ja.: S0

S8 olsl | properties

O —— 2l 1 3

Opers the propertes dsiog box for the oarent ssecton 1

[ttt emeated> Properties x|
Geneal | Onyact | Secuty | Atstuse Eduor | 1
T ottt pwnt: Cond 55 aS SIS General ¢ s, 5 IS8 ol jo o5
Cescrpgon: | S 45 Server2 alig oS . saslie Replicate from
Darge Schuin | PV e 0sh o (S b ogd oo JEe j5pm (pl Sl
L T _Ghonee._ |
9 Paaamssvee < o» Change Schedule.. 4035 3| os o 1) conl 00l
Rugicsied Naring Contest) [ForestTmaZanes csco cor _ o L
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; Do ol o 50 eSS SIS
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Al Actve Drectary S and Servews | Bise | S3e | Locasons | Type | Descrpten
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=

SIS Subnets g9, p 0,5 8)ly cand

ol 1, New Subnet ¢ o5 cul,
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|
=
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@/ Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation

Wizard aS a2 o plo boay oS o canlin a5 jshiles
cortr Yo con i o e e Wy oo Lo g 8,0 3929 3 5l Lo (5,955 pls 55T
irectory Domain Services on this server.

alyy i gl 1) 6,85 uls saSTWizard ol b

S S,

2SS SIS Next gq,

More about Active Directory Domain Services

J ek Cancel
@ Active Directory Domain Services Installation x|
& This Active Directory domain controller is a global catalog server. . > . .
!/ Global catalog servers are used to process user logons., You ‘L’)L""’ G IObaI Cata Iog “S" d‘i‘“" [V‘m |°L‘" L)"‘ e

should make sure other global catalog servers are accessible to
users of this domain before removing Active Directory Domain

Services from this computer, 9.»4;.9 QL)) . J.JLu JM-’ Gli..wo G u...oso B> )| UL._‘B

255 Sl O sy, 2 (450
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@ Active Directory Domm Services tnstallaton Wiesrd =.

Dudnte the Dommn

-

Indicate whether this 5 the laat doman controler 0 the doman

Dwiete P doran bacaan the servae i the leet doman canboler in the domen

The doman wit ro longer exist sfer you urrstal Active Dvectory Domasn
Servces from the et dorman cormroler 1 $w domen  Sefors you contrun

B awarn thal of user wed computer accounts wil be delated

B aware that of computens that Beiong 1o th domen wit not be sble 1o log on
15 P coman of Acties dOTN SINCes ATon

nmm-ﬂhm We meormmmed Sl jou a0t thee
babore prcceedeg.

Decrypt sf encrpted data such 25 Encroting e System EF Shencrpted fles
or weral Defoen dubaing Fw doman, cwewios. thes det well be peenanattly

&

« Back

Cocet_ |

'-_:g WS S e 0590 SS9, ¢ Ceend (pl 0 09
D5l Bax Lo g5 (55, 5l oS 5k 4y SledbIG

S SIS Next sq, 5

@' Active Directiry Donam Services Installation Wizanl

Applcation Deeclory Pastitions
Appications oeate these draciony paamons to store and replcafe dxa

Thee domuan cartober heids the last mpics of $w followeg acokcaton deecton

| Padtion Detngushud Narve | Desotptin
| DC+DomanDraZonss DC=cisco OC . Micronoh DNS Dieciory
| DCForestDneZores DCscraco DO Micromo DNS Drectory

=

SrOCIy PATHON,

that

¥ auRy
use it uBkty to remove £

To have the waard
ook Nest.

More abort menererg MOCKCAION Sreciory QReReny

¥ cattions s e dnan

(&IH:I

Cancel

e
LG5S el ST sle Partitions cuwd opl g ogs

SIS Refresh g, b SO a5 0gd o0 00l ioles
@ e Partitions g eoil aisls slaxel 055 |15 51 G oS
SIS Next> (g5, » o wgd Lol Cad 4 ey

I

@' Active Directory Domam Services Instalistion Wizned =

Confinn Dedettion
Remoeng Acave Drectory Domain Senices wit delete o appbcation parttions
from ths Actrve Dwectory doman controller

mnmmhdundmmmmh
Achve Dimctory doman attions wil be deleted wen the wzard s

¥ Detete ol appication drectory paitions on e Actve Dimctosy doman contcler,
44

Xl
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hat pariton
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- Jlam a5 0g walsS (5y0me 0y Gled jse ey (pl &S
Twpes for the new A azcount on this server.
- el @3Y 59009 4 9959 (6l (5,955 pls 55T B>
PM l......l..‘..
c'“mm l..l...ll..ll
cBack [ hets | canod |
@' Active Dwectory Domain Services Installation Wizand | x|
Susmemary
e g ogh oo 0ol inles SLL Dledbl cand ] o s
You have ebcatd il i Aove Crecy S cototr ok i) l, ol Export Settings s, » SIS L auly oo
MWher the process s carphete, e domars sl no lnger exe . !"~§ Save

N apckcation drecsiry pantions on Pas Active Directory domein controlier will be
mrroved

mwmmnuwdrummm
pathond. When i vl cowtion Trse w7 bnger A8 SIS next >> S92

To changs s option, cick Back. To beagn e cpention, chck Nt

. ey o plosl & 5 09 (o0 T (555 pls 95T B IS
etings can be sxpated to an anmwer e for use wih Expot settogp I

T S 6558 1l 5uST 5l 590 « 0,5 Restart 5l ae s

S asS eolaiwl sey 3l 09,9 sl g 0l = &k

< Back Haeet > Cancel |

2055 O)lg 6,958 plo 51 i 890
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I oS pls 951 bl a5 0)ls 3929 503 (B9, o s> € ols plnl )5 4z Wb Yl o3 09

: et 4 55955 119 91 ik

axiuo S G« wuss SUUS Enter ‘53,,.39..\.,,;5%‘5’|)Cmd,9.:..».>run )o)lfo.ﬂ Slp o9

g yall dn

-85 -

www. Par sBook. or g




==

v Services Installstyon !

Force the Removal of Active Direclory Dosssin Services
Consider this option anfy sfier you aftampt 1o remove Active Dissctory Doman
Servces nomaly

By forong the mowval of Actve Deectary Domain Services (AD D) you remove AD
DS Soe thes donesn contaller. including any globial catalog and applicaton pantion
dsta

Howaver, (he least meladata ol nol e wpdatod. Unless he e I st doman
contoler in the foree, you must perfom metadats cleancy manualy

Therefore, try to =emove AD 0I5 noovally by nnng the Active Directory Doman
Services inmslation Wezerd idcoromo mee) on the domen controlier befors you iy 1o
ferew the vl of AD DS

To continus. chok Nest

Mote mbodt Darfoomeng mesadeta cleanus

Mext - Carced

Tyoe 2 passwond for the new Admnatrstor account on e server

Pasywor]

[sesvssenenes

Corden password r-ooooooon...

Carcel I

=18 xi

03,5 3,3 1, dcpromo /forceremoval ,gws

eS| Bis> B U ws US Enter g9 v 9

g JET (Ll a) (55955 plo

U5 G oS Sels Next> o, 1 sl o 40

g ol da

plod 45 ouo 9y ply (2l Lo @ Cwond (0] jo g5
Aol 31 el s wdles Bis ol Hab 4 leMb|
2 S0 aaldl 33 Jy b rduisly 9 b SPUS L o
Lol a5 dgu 03 plxil Metadata jgiws a5 W

cdapd plil |y 1 el sl

) ool 4 Metadata  jgiws 31 Sledbl (gl
S S5 g

P A LS Ol 1y gygee 3oy R S (p] o
29 oy ol 31l Jaaiag 99,5 121 o ligs aBge
SoLS Next 595 w0 oS colaiw! ol oyl (gl

HJE L ass U5 Next 59y g o2 o axdio o

Dbl plod 50 Lo b astlils s ol yo (Jlgw ,5T
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http://technet.microsoft.com/en-us/library/cc736378(v=ws.10).aspx

23539 219 guS1 (48 55 Restore g o 35 Backup

ol 51l a5 0 2 BACKUD 955 (6,555 s 55T 5l agalyme a5 T (oo iy Sloj 0,50 plisgs 5>

o5%ee L 4y 1) 0,5 Restore g Backup (15,5 ogmu cond ol j0 g ¢« S soliwl Backup

)93....:¢ L)"‘ )i{é YeoA 99 }9&2.3'5 5o S M.‘b; ° oolaw! ntbaCkup )51...«:& )‘ YooV 39 )'5..&.3.13 o

3979 (SBIS Gygo w S pl Jgeme Yoo A jgpm ooy )0 L ab 00w (Shgel g o)l SIS

system I g suoo sbxil 1, IS ol Windows server Backup g . @ b )l eeplese a5 o)l

Ooygel cpl 3 a5 o ls 093y Sl ol Server 2008 R2 5504 0 Jy w5 Backup n.alys state
w2300 (0 sedg B Y o 4
25 o0l & oS o0 JUd Spang 0 |, Windows Backup g Jsl )6 ool plil sl wo5

gy

Start >> Administrative Tools >> Server Manager

E:: Server Manager

=10l x|
File Action View Help
&= | 2|
S e e [
= _-'}*Z! Roles - 0
T Active Directory Domain Se
7 DINS Server View the status of features installed on this server and add or remove
S & 3 features.
El g Features
_££ Group Policy Management .
_5‘! Diagnostics = —
fﬁ’& Configuration Features Summary Features Summary Help
Eg Storage _
“| Features: 3 of 42 installed &% Add Features
ﬁﬁ Remove Fea
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD Ds Tools |-
AD DS Snap-Ins and Command-Line
Tools
Active Directory Administrative
Center
Active Directory module for Windows =
| | 3
“ | _'I %:; Last Refresh: Today at 9:3% AM  Configure refresh

A wd ;0 9 0S8 Sbxl | Features au S o G Caond 3l gy ) cuad gl S pl jo

gl yalls sy amin JSo U asS ol |, Add Features g 3 ogd o 5L Casly oo
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D9h udd j95m 9y 2 Lo SIS

Gk 5l asS 12l 1y ol g a5 amy
¢ Administrative Tools s start ,...
windows Server Backup g, o
Coows Ol oo 5L a5 JSKS j0 aS Tl
A8 s Backup Once.. g, p col,
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T S [, X
)
:y Backup Options
T oo ooe o
Seect Sacay Coolgur ., il igant
Srecly e ey e omhmfmmm-mw-dwnbu
Confimaton the same seitings Sor s backes.
Sadng Froagan (5 Dfferent eptiens
Choose 35 opton # you have not crested a soheduded backup or %o speaty
’.bcnmub-'whhm are dfferent from the achedded
To continue, chck Next.
More shout badeng 1o vour server
bver “ Hext > I i I Carcrl I
X
}s‘ Select Backup Configuration
Badap Options. Viat type of configuration du you want o schedue?
~Aasanie o Al perver (recommended)
Seect Jtee fiy Sacug 1 mant 2 back u ol vy server data, appkoatons and Gystems state,
Sosily Destaton Typn Backup stoe: 5,55 G
Confrmation " Custom
Bachup Progrees 1 mant %o choose custom volumes, fles for baduo,
corwiom |[hest> | i | caw |
51
b Y}
4“5 % Select Items for Backup
Badp Options Selact the ftems that you want to back U, Selecting bare metl recovery wi
Seect Backup Condgur ... provide you with $he most optons If you need 1o perform & recovery,
| sesctinms fe ko IR
Soeufy Destruton Type
Confrmason
EapPioges
ol | ]
/ Add Dens I P ltees l
Adiarced Seitngs |
Choosng what to ndide v g backp
-89 -

S SUUST a5 5590 4035 (59, 2 Ceemd (pl 0
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Select [ems =

Specdy bars 15 neiude 1 the hackes by stectng o Hesry Pe assccisiad thech boxes The Sees il you
heve nckuded n Be cuert backio s smady selecied

X

5 Jsyp |, system state au;F s s opl o

el ouls aSlal cand @ Ll 090 43S
A4S ST next s,

O N Bon et mcovery
Sywem wan 6
4 [<es Locw dak )
4 )< tewm Voborm E)
El _omd |
4% Backup Once Wizard
) &
iﬁ Select Items for Backup
[ =
Backup Options Select the items that you want to back up. Selecting bare metal recovery will
Select Backup Configur... provide you with the most options if you need to perform a recovery.
Mame -~
Spedfy Destination Type EUEEnSEE
Confirmation \
Backup Progress
4| | [
Add Items Remove Items |
Advanced Settings |
Choosing what to indude in a badcui

< Previous | Next > | Backup I

& Backup Once Wizard

Y

vgh Specify Destination Type

Backup Options Choose the type of storage for the badkup:
Select Backup Configur... ¥ Local drives

Select Items for Backup Example: local disk (D:), DVD drive (E:)

Specify Destination Type ' Remote shared folder

Select Badwp Destination Example: \\MyFileServer\SharedFolderName
Confirmation

Backup Progress

Choosing a storage location

V

< Previous | Next > I

Backup |

Cancel |
=
O op>d gl |y Al ey e SO
Il Ceond (pl o oS auS Gl Sledlb!
CeS oo ookl o ls gl
9210 SOl 09,5 0m3d e e AT
5 a8 L asS oolaiwl Lol glps s3> 4 Koo
oS oo oolaiwl B gly0 5l b
Cancel |
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4% Backup Once Wizard

A
e a
t&
Backup Options
Select Backup Configur...
Select Items for Badkup
Spedfy Destination Type

Select Backup Destination

Confirmation

Backup Progress

Select Backup Destination

Select a volume to store the backup. An external disk attached to this computer
is listed as a volume.

Backup destination: INEW volume (E:) j
Total space in backup destination: DVD Drive (D:)
Free space in backup destination: 98.75GB ~

< Previous | MNext > I

Backup | Cancel |

45 Backup Once Wizard

=]

:y Confirmation
=

Backup Options A backup of the items below will now be created and saved to the specified

Select Backup Configur... e

Select Ttems for Backup Backup items: System state
S File exduded: None

pedify Destination Type

o Backup destination: New Volume (E:)
e Advanced option: WSS Copy Backup
Confirmation
Backup Progress
< Previous | Mext = I Backup Cancel I
L% Backup Once Wizard x|

\&, Backup Progress
€=
Backup Options Status: 6792 files found to indude in the system state badkup...
Select Backup Configur... [ [ ]
Select Items for Backup —Status details
Spedify Destination Type Backup location:  E:
Select Backup Destination Data transferred: 0KB
Confirmation Items |
| zadupfroz | ztem [stotus [Deto transferred |
System state 6792 files found toin... 0KBof 1.46 GB

‘You may dose this wizard and the backup operation will continue to run in the

background.

< Previous

Iext > | Close I

Cancel

G190 gl 5l oS oo cunlin a5 jghiles
0055 ex>d lp seaing ol 2l ei> @
593 audl aS po, S eolawl Backup

g2l jl a8 ey (oi ] ojlal ol o8 (g e
S ool Lol

Bla> j9,0 595 » A orw p2 lod

VOISV I B

K9y » |).>| 6‘]’ 9 S ooLoT )lS u9.>
2SS Backup

i &S cwl backup 85 - o
e alwl ISl 45 wsS o Job aiids
sl anvg o wledbl Backup 5,5 5l o
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Ly s d>lee )8 opl pll (g1 ¢ (oS eolawl emd o command 5l wb IS ol 6l s x5 Backup

108 ooliwl 5 Hgiws 5l Gleyd bas 0 9 oS ol |, CMd jgws j90img FUN o IS opl sl oy
wbadmin start systemstatebackup -backupTarget:E:

Sy So nl yetes cnl szl 8 oo - wd (o0 g9, L b jeiws cnl Gl 5l am Yool g2

S5 03lel (28,5 DACKUP (sl o5 pro oo plomil (ot (slo ;058 (55, 1) (g yiwd gl S5m0
S oolaiwl 5 ygiws 5l le,d las o g 0uS Wb T, Cmd J9iwd jadiag FUN 1o IS pl gl e

Takeown /f %$windir%$\winsxs\temp\PendingRenames /a

icacls %$windir$\winsxs\temp\PendingRenames /grant "NT AUTHORITY\SYSTEM: (RX)"
icacls $windir$\winsxs\temp\PendingRenames /grant "NT
Service\trustedinstaller: (F)"

icacls %$windir%$\winsxs\temp\PendingRenames /grant BUILTIN\Users: (RX)

Takeown /f $windir%\winsxs\filemaps\* /a

icacls %$windir$\winsxs\filemaps\*.* /grant "NT AUTHORITY\SYSTEM: (RX)"

icacls %$windir%\winsxs\filemaps\*.* /grant "NT Servicel\trustedinstaller: (F)"
icacls $windir%$\winsxs\filemaps\*.* /grant BUILTIN\Users: (RX)

558 Jlosl b 158 g5, 0 b Jme YL 50 las 4 08 PAS Loy b o 1, Yl s

s_microsoft_framework v3.B_subsetlist_feSeff8713e36BfB.cdf —ms . 3 A - It S
processed file: C:sWindowssuwinsxssfilemapssprogram_files_xB6_reference_assemblie LJLQ)B )Q ‘) LJ‘)B o H)ﬂ

_microsof t_framewvork v3.5_1dfadad@?dcBf?4f .cdf —mns
plocessed file: G:sWindowsswinsxssfilemapssprogram_files_xB6_reference_assemblie

oft_framework v3.5_redistlist_af4h5c850431ef86 .cdf-ms BN aS Oy Cjﬁ‘ 9 W%QJ:T‘)‘?‘

ed file: C:“Windo sxsfilemapssprogram_files x86_reference_assemblie
soft_framework_wi. ist_aafb2cd?118Ba?33 .cdf —ns
processed file: C:= \U1ndou“\u1nsx“\f1lemapﬂ\program files _x86_windows_mail fc?bl8

4dbf576ada. cdf—ms O Vo ISCes
processed file: GC:sWindowswinsxssfilemapssprogram_files x86_windows_nt_75867748 2 J:’ J o LSA
982h5de? cdf -ms

processed file: C:Windows™winsxssfilemapssprogram_files x86_windows_nt_accessop
ies_6hsedecdrazsiger. cdf—n o odlin | successfully

= C:sWindowsswinsxssfilemapssprogram_files_x86_windows_nt_accessor|

tservice_Paf8121018a6df 81 .cdf—ms

processed file: GC:sWindows™winsxssfilemapssprogram_files_x86_windows_nt_tabletex]
tservice_en—us_9dbBd4acecebb?65.cdf —mz

processed file: C:\Windows“winsxs~filemapssprogram_files x86_ 676bbe2c?241b6%4.c . . .
df —ms w‘ o r:L?u‘
processed file: C:“Windows“winsxs“filemaps-_BAB00BBBABABAAG0 . cdf —ms ’
Successfully processed 886 files; Failed processing B files

processed_flle CosWindowsswinsxesfilemapssprogran_files_xB6_windows_nt_tabhletex .
oy 4 I8 Sl s asS

C:s\UzertvAdministrator.CISCO>icacls #windirxswinsxssfilemapss*.% Agrant BUILTIN-
Users:(RR
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1S solawl 5 ygtws 5l leyd as o g oS Coli |, CMd jgiws jea0g FUN o Lo

wbadmin start systemstatebackup -backupTarget:E:

Dgd 0,33 51 0 dalgE o Sledbl a5 ail o g2l pU Lxl o a5 E aigs jgnws (ol ST 0

T Adranistraton G\ Windows\system32 \crudene - whadmin: start sy

0o (oo pliy Lol 4 jetws gl 5l oy
& b ogi kel .5 Backup 5 LT as
a2 oo by ol pl Yool b s oS

Sgb 5kl 18,5 backup IS a8

AMSSAOMLMASJiqu‘)Q u5.>
plxl coddge L 28,5 Backup 5

mpleted (6/18-2812 11:56 AN)

B-96-2M2_11-52-54. log

v

I, F8 uls g oss Restart I, jsusls command line &40 4 Backup s, Restore i, oy
ol 1, Active Directory Restore Mode as ;5 ogi oo ools Sioles Lais (gl a8 cand 5 g o
Oleyd s o auss enter g oS ol |, emd jgiws g augd RUN o)l asals a5 59009 8,5 dw oS

i & |, 28,5 Backup b 0,51 6 oS enter 45151, wbadmin get versions gi.s

DS eolatwl 3 yeiws 5l 0,5 Restore gl aw 5 oo sl
wbadmin start systemstaterecovery -version:06/10/2011-11:56

L 4 wbadmin get versions ,siws 045 02,5 o ls | ceels 5 0,6 5T 50 jgms (ol )0 g5

Dgd a gyl FEStOre |15 5 oS o)y adb o1, Y L jlenter ;lax el ools
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